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Introduction:
Very Passionate Sr Network Engineer having worked in projects that include Data Center refresh, Campus Redevelopment, Firewall and F5 Installations, with over 10+ years of experience in routing, switching, Network Security-Next Gen Firewalls, Load Balancers, Wireless and VOIP systems design, administration, and troubleshooting. 
Career Highlights:
· Experience working in large-scale environments on L1/L2 troubleshooting, Network Design, IDF and MDF architecture, Datacenter Architecture, Spine Leaf Architecture, and support roles, IOS upgrades, downtime procedures, Migration projects to different vendor equipment.
· Experience working in complex environments which includes Layer 2 Switching, L3 routing, Network security with perimeter and VPN firewalls, Load balancing and Access policies management in F5 and Wireless LAN Controllers.
· Experience in installing, configuring, and maintaining Cisco Switches (2960, 3500, 3750, 3850, 4500, and 6500) in enterprise Environment and Nexus 2k, 3k, 5k, 7k and 9k in Data Center Environment.
· Expertise in installing, configuring, and troubleshooting Juniper EX Switches (EX2200, EX2500, EX3200, EX4200, EX4500, EX8200 series).

· Experience in VSS, VPC, and VDC technologies. Experience working on Gateway redundant protocols HSRP, VRRP, and GLBP. Experience with Access, Distribution and Core Layer Architecture and Spine Leaf Architecture in Datacenter.
· Expertise in installing, configuring, and troubleshooting of Cisco Routers (3800, 3600, 2800, 2600, 1800, 1700, 800, ASR 9k) and Juniper Routers (E, J, M, and T-series).
· Experience and high-level technical knowledge in OSPF, EIGRP, RIP and BGP routing protocols. L1/L2 troubleshooting skills in Routing in complex environments. Worked with MPLS over BGP. Worked on upgrading Edge routers, failing over ISP circuits for maintenance. Knowledge in EVPN, VXLAN, VTEPS.
· Configured F5 LTM, series 5000 series for the corporate applications and high availability. Implemented LTM and GTM in DMZ and Internal network. Worked on software versions up to 12.1.2. Experience with upgrading software and hotfix. Experience with APM and ASM modules.
· Worked on APM module with integration with RADIUS server and RSA secure ID for applications that require 2-factor authentications.

· Proficient using the F5 based profiles, monitors, VIP’s, pools, SNAT, SSL offload, iRules, virtual Servers, iAPPs. Migration experience from ACE to F5.

· Experience with manipulating various BGP attributes such as Local Preference, MED, Extended Communities, Route-Reflector clusters, Route-maps and route policy implementation.

· Extensive Knowledge of the implementation of Cisco ASA 5500 series - 5505, 5510, 5512-X with Firepower module. Palo Alto firewall policies, Panorama, and Checkpoint firewalls NG, NGX. Experience with convert Checkpoint VPN rules over to the Cisco ASA solution.
· Experience with Bluecoat and McAfee Web Gateway Proxies. For URL filtering and SSL Decryption, traffic flows from trust to untrust and vice versa.

· Experience with PA 200, 500, 3020 and VM series firewalls for both Internet and internal traffic filtering. Experience with Panorama M100R series and maintaining up to 23 firewalls in large networks.

· Experience working with Aruba and Cisco Wireless LAN controllers, Configuring and Provisioning AP’s, Virtual AP’s, RTLS, Wireless SSID’s, remote and campus AP’s, upgrading WLC, worked in Active/Active local Controllers and Master controller. (Aruba 6000, 7200 controller, Aruba AP65, 70, 124, 85, 125) system.
· Worked on SolarwiActive  NPM, NCM, IPAM, Windows DHCP and DNS. Infoblox as DHCP and DNS server.
· Experience working with Avaya and Cisco VOIP environments with assigning VOICE Vlans, troubleshooting call quality and basic level proficiency in QoS. Worked on DSCP code markings for VOIP traffic.
· Involved in troubleshooting network traffic and its diagnosis using tools like ping, trace route, Gigaton, Wireshark, TCP dump and Linux operating system servers. Implementing, maintaining and troubleshooting & implementation of Vlan, STP, MSTP, RSTP, PVST, 802.1Q, DTP, HSRP, VRRP, GLBP, LACP, PAGP, AAA, TACACS, RADIUS, MD5, VTP & SVI.

· Enhanced level of knowledge with PPP, ATM, T1 /T3 Frame-Relay, MPLS. Experience with design and deployment of MPLS Layer 3 VPN, MPLS Traffic Engineering, and MPLS QOS. 
· Experience with H.323 and SIP, Voice Vlans, DSCP marking for VOIP traffic. 
· Hands on experience with Juniper SRX series firewalls 500 series.
· Experience with NAT/PAT, static and dynamic NAT, access lists, security zones, policies on SRX firewalls.

· Experience with next gen firewall technology like URL Filtering, SSL Forward Proxy, APP ID, ThreatID etc. on Palo Alto and checkpoint firewalls.
· Experience with creating virtual servers and application load balancing, upgrading software versions, redirect rules on Netscalers and experience migrating from NetScaler’s to F5.
Experience:
Client: AT&T,  TX
Role: Sr Network Engineer                                                                                                                               Jan 2023 - Present
Role - To Design, Maintain and troubleshoot issues in Datacenter Network in all areas which include switching, routing, Firewalls and Load balancer. Project includes several migrations from Cisco routers to Juniper, ACE to F5, ASA to PA firewalls etc. Design of DMZ trained in Spine Leaf Architecture.
Key Responsibilities:
Worked as a part of network team where my daily tasks included configuring, monitoring, and troubleshooting of TCP/ IP networks. Configuring & managing around 500+ Network &Security Devices that includes Cisco Routers & Switches, Nexus Switches, Juniper and Palo Alto Firewalls, F5 BigIP Load balancers, Blue Coat Proxies and Riverbed WAN/MAN Optimizers. 
· Palo Alto design and installation (Application and URL filtering, SSL decryption, SSL Forward Proxy). Configured and maintained IPSEC and SSL VPNs on Palo Alto Firewalls. Successfully installed PA-5000 series firewalls in Data Center as perimeter Firewalls.  
· Collaborate with network engineering teams, software developers, and DevOps practitioners to leverage YAML as a common language for expressing infrastructure requirements, automation workflows, and operational procedures.

· Configure and manage FortiGate firewalls to enforce security policies, control traffic, and protect the network perimeter from unauthorized access and cyber threats. Managed day-to-day operation of the company's network infrastructure, including routers, switches, firewalls, and VPNs.

· Configured and maintained Windows Server 2019 and 2022 servers, ensuring high availability and reliability.
· Led the deployment and configuration of WAN routers across multiple locations, ensuring secure, reliable, and high-performance WAN connectivity using Cisco and Versa platforms.

· Managed the end-to-end configuration of WAN routers, including IP routing, VPN setup, QoS policies, and redundancy configurations to optimize network performance and ensure business continuity.

· Designed and implemented SD-WAN solutions using Cisco and Versa platforms, enabling intelligent traffic management, dynamic path selection, and enhanced security for WAN links.

· Developed Python scripts to automate network configuration tasks such as VLAN provisioning, IP address management, and firewall rule updates, significantly reducing manual effort and minimizing errors.

· Created Python scripts to interact with network devices via RESTful APIs, automating tasks such as device configuration, status monitoring, and data retrieval across a multi-vendor environment.

· Automated the management of network configurations using Python, enabling version control, automated backups, and deployment of configurations to Cisco, Juniper, and Palo Alto devices.

· Wrote Python scripts to parse and analyze logs from network devices, generating alerts and reports for anomalies, security events, and performance metrics.

· Utilized Bash scripting to automate routine system administration tasks, such as user account creation, file system management, and system updates on Linux/Unix servers.

· Developed Bash scripts to automate network diagnostic tasks, including ping sweeps, traceroutes, and interface status checks, providing quick insights into network health.

· Implemented automated backup processes for configuration files and critical data using Bash scripts, ensuring regular backups and secure storage of network configurations.

· Created Shell scripts to monitor system performance metrics (CPU, memory, disk usage) and network statistics, triggering alerts when thresholds were breached.

· Automated the deployment of software and patches across multiple servers using Shell scripts, streamlining the update process and ensuring consistency across the environment.

· Successfully deployed and managed Cisco ISR routers (2800, 2900, 4000 series) for branch office and WAN connectivity, including configuration of MPLS, VPN, and dynamic routing protocols such as OSPF, BGP, and EIGRP.

· Hands-on experience with Cisco Nexus switches (5K, 7K, 9K series) running NX-OS, including the deployment of VPCs, FabricPath, and OTV for scalable, high-performance data center networks.

· Managed IOS and NX-OS software upgrades on both Catalyst and Nexus platforms to ensure devices run the latest security patches and features, minimizing downtime during maintenance windows.

· Configured and managed IPSEC VPN tunnels for secure communication between remote sites and data centers, including the integration of IPSEC with dynamic routing protocols such as BGP to maintain connectivity during failover.

· Expertise in configuring BGP for WAN routing and OSPF for intra-enterprise routing across large-scale networks, ensuring optimal path selection and load balancing across multiple WAN links and ISPs.

· Configured and implemented FHRP protocols like HSRP, VRRP, and GLBP to provide high availability and automatic failover for critical network gateways.

· Deployed and managed WLAN solutions, including setting up wireless access points, configuring SSIDs, and applying QoS policies to prioritize voice, video, and critical data traffic in enterprise networks.

· Experience managing and troubleshooting DNS and DHCP services in enterprise environments, including the configuration of IP address pools, static reservations, and domain resolution to ensure network efficiency.

· Configured VLANs, trunking, and STP technologies (RSTP, MSTP, PVST) on Cisco switches to ensure proper segmentation, loop prevention, and optimal forwarding across complex Layer 2 networks.

· Configured and managed SonicWall firewalls, including setting up rules, NAT policies, and VPNs for both site-to-site and client-to-site connectivity.

· Experience configuring Fortinet firewalls with advanced security features, including IPSEC VPNs, intrusion prevention (IPS), and application control, ensuring the protection of critical network resources.

· Hands-on experience deploying Cisco FTD for integrated firewall and security management, including configuring next-generation firewall policies, intrusion prevention, and URL filtering.

· Performed firewall rule audits and optimization on SonicWall, Fortinet, and Cisco FTD platforms to eliminate unnecessary rules, enhance security, and improve performance.

· Proficient in using SolarWinds NPM (Network Performance Monitor) for proactive network monitoring, generating alerts for critical network events, and providing visibility into bandwidth usage, device health, and performance trends.

· Developed custom dashboards in SolarWinds to display real-time performance data for critical devices and links, allowing for quick identification of potential network bottlenecks or issues.

· Utilized SolarWinds, Wireshark, and other tools to diagnose and resolve complex network issues related to latency, packet loss, and security breaches, ensuring rapid incident response and resolution.

· Managed network configuration backups, automated device configuration changes, and monitored compliance with SolarWinds NCM (Network Configuration Manager), reducing configuration drift and improving security compliance.

· Employed NetBrain for real-time network visibility, mapping, and automated troubleshooting workflows, enabling efficient 

· Generated detailed network performance and security reports using SolarWinds and NetBrain to analyze trends, optimize network traffic, and ensure alignment with organizational objectives.

· Extensive experience in configuring, managing, and troubleshooting MS Windows Server environments, ensuring high availability and optimal performance.

· High-level network troubleshooting and diagnostic experience using Packet capture tools like Wireshark.
· Regular upgrade and maintenance of Infrastructure, Installing, configuring, and maintaining Cisco Switches (2960, 3500 ,7600, 3750, 3850 series, 6500 series) Cisco Routers (4800, ASR 9K, 800), Juniper Routers and Firewalls, Nexus 7k,5k & 2k, f5 BIG IP, Palo Alto Firewalls, Bluecoat Proxy, Meraki and Riverbed Steelhead appliances.
· Assist in creating network design standards for hardware and software. Developing and maintain Network Documentation (Visio diagrams, Excel spreadsheets, Word documents, etc.) Configure and troubleshoot network elements in a test/dev environment.
· Worked on Orion (Solar Winds) for mapping network diagrams, updated Orion with commissioned and decommissioned network devices.
Environment: Cisco Routers (4800, 3800, 3600, 2800, 2600, 2900, 1800, 1700, 800), switches (6500/3750/3550 3500/2950), F5 Load balancing (LTM, GTM, APM, AFM, ASM), EIGRP, RIP, OSPF, Voice Gateways, BGP, VPN, MPLS, Ether Channels, Cisco Catalyst Switches, Firewalls (Cisco ASA, Palo Alto), Cisco Voice (CCM, UCCE), Shell Scripting. 
Client: Cisco, Sanjose, CA                                                                                                                                 Jul 2021 – Dec 2022

Role: Sr Network Engineer

Role - To Work in Enterprise and Data center environment on switching, routing, firewalls (Site to Site VPN tunnels) and VOIP. Worked on Different VOIP systems on network. Worked on Cisco Wireless. Worked on Load balancers in Data center for internal and external applications.
Key Responsibilities:


· Worked as part of delivery team where my daily tasks included code upgrades, prefix-list addition, and access-list addition using python script and on Linux platform based on tickets generated by customers.
· Worked on Automation tool called Autopilot an internal tool used for code upgrades and configuring of new devices at different data centers.
· Conducted network performance optimization initiatives, such as traffic shaping, bandwidth management, and Quality of Service (QoS) configuration, to improve application performance and user experience in AWS environments.

· Experienced in troubleshooting and isolating issues across layers 1-4, including IP, MAC, RF, and application-level problems, to maintain optimal network performance.
· Troubleshot complex VPN issues, including IPsec tunnel failures, authentication errors, and performance degradation, ensuring secure and reliable remote access for users.

· Implemented network health monitoring protocols, using tools like SolarWinds and NetFlow to continuously assess WAN performance, detect issues early, and optimize network traffic flow.

· Monitored network traffic and performance using Meraki’s dashboard for real-time insights.

· Configured high availability (HA) setups to ensure continuous network security and minimal downtime.

· Managed firmware updates for Meraki devices to ensure they are running the latest security patches and features.

· Managed the deployment and configuration of Infoblox NIOS for DNS, DHCP, and IPAM services, ensuring efficient IP address management and streamlined network services across the enterprise.

· Configured and maintained DNS and DHCP services using Infoblox, including zone creation, IP address reservations, and lease management, ensuring network reliability and addressing any issues related to IP conflicts or DNS resolution.

· Implemented IPAM solutions using Infoblox, automating IP address allocation and ensuring accurate tracking of IP address usage across multiple subnets and VLANs.

· Enhanced DNS security by configuring DNSSEC on Infoblox appliances, protecting against DNS spoofing and ensuring the integrity of DNS data.
· Developed custom Shell scripts to manage the startup and shutdown sequences of network devices and services, ensuring smooth operation during scheduled maintenance windows.

· Leveraged Perl scripts for advanced text processing tasks, such as extracting, transforming, and loading (ETL) data from network logs, generating detailed reports for analysis.

· Created Perl scripts to automate polling of network devices, collecting data on performance and availability, and storing it in a centralized database for historical analysis.

· compliance checks and configuration audits.

· Combined Python, Bash, and Perl scripts to create comprehensive automation workflows that span multiple platforms, integrating various tools and technologies for seamless network management.

· Automated the scheduling and orchestration of network tasks using a combination of Shell scripts and cron jobs, ensuring that critical tasks were executed at regular intervals without manual intervention.
· Designed and implemented custom automation frameworks using Python, enabling streamlined deployment processes and standardized configuration management across diverse network environments.

· Utilized Python to create network simulation scripts for testing new configurations and protocols in a controlled environment before deploying them to production.

· Developed Python scripts to automate security audits by scanning network devices for vulnerabilities, checking compliance with security policies, and generating comprehensive reports.

· Scripted data collection from network devices using Python and integrated the results with visualization tools like Matplotlib and Grafana to display real-time network performance metrics.

· Automated the patch management process using Bash, scheduling regular updates, verifying patch integrity, and ensuring that all systems remained up-to-date and secure.

· Wrote Bash scripts to monitor and manage disk space on servers, automatically deleting temporary files and compressing logs to prevent storage issues.

· Created a suite of Bash scripts to automate network health checks, including verifying device reachability, interface status, and link speed, and summarizing the results in daily reports.

· Developed Bash scripts to automate the creation, modification, and deletion of user accounts on Unix/Linux systems, integrating these tasks with LDAP for centralized user management.

· Deployed and managed Cisco Virtual Switching System (VSS) to provide a highly available and scalable network architecture, ensuring seamless failover and improved network performance.

· Configured and managed Cisco routers (e.g., ASR, ISR series) and switches (e.g., Catalyst 6500, 9000 series) to support enterprise-level routing, switching, and traffic management, optimizing network throughput and reliability.

· Deployed and managed Cisco wireless LAN controllers and access points, ensuring robust wireless coverage, seamless roaming, and security across corporate offices and campuses.

· Expertise in configuring and optimizing routing protocols such as BGP, OSPF, and EIGRP on Cisco routers to ensure efficient path selection, redundancy, and load balancing across the network.

· In-depth understanding of TCP/IP protocols, ensuring proper network segmentation, IP addressing, and data flow across the enterprise network, while troubleshooting and optimizing network performance.

· Configured and managed BGP and OSPF routing protocols, implementing route filtering, summarization, and policy-based routing to optimize traffic flow and enhance network scalability.

· Implemented and managed access control models such as Role-Based Access Control (RBAC) and Network Access Control (NAC), ensuring secure network access for users and devices.

· Managed the deployment of network security measures including firewalls, ACLs, and IPS/IDS systems to protect against unauthorized access and ensure compliance with security policies.

· Planned and implemented Citrix NetScaler/ADC solutions, configuring load balancing, SSL offloading, and global server load balancing (GSLB) to enhance application performance and availability.

· Configured content switching policies on Citrix NetScaler/ADC to direct traffic based on content type, improving the efficiency and responsiveness of web applications.

· Implemented URL redirect and rewrite rules on Citrix NetScaler/ADC to manage traffic flows, enhance user experience, and support application migration strategies.

· Managed SSL certificate deployment and renewal on Citrix NetScaler/ADC, ensuring secure communication between clients and servers while maintaining compliance with security standards.

· Configured application firewalls on Citrix NetScaler/ADC to protect web applications from common threats such as SQL injection, cross-site scripting (XSS), and other application-level attacks.

· Implementing IPv6 addressing scheme for routing protocols, vlans, subnetting and mostly during up gradation of cisco ISR routers2800/2900/3800/3900 and switches.

· Configuration and deployment of cisco ASA 5540 firewall for internet Access requests for servers, Protocol Handling, Object Grouping.

· Installation & configuration of Microsoft Proxy Server 2.0 and Inflobox DNS, DHCP and IP Address Management 
· Security configuration on Wireless LAN using protocols PEAP, EAP-FAST.

· Assigning RADIUS and TACAS for new deployments in production environment. AAA for users to implement changes on production devices. Most of these devices are cisco propriety.

· Generating audit reports by running automated scripts on various devices to check the layer 2 issues like errors on the links, port flapping’s.

· Analyzing the Audit report and work along with Data center teams to check the optics and troubleshoot issues.

· Coordinating along with Global data center teams located at different locations and work along with them for troubleshooting layer 2 issues.

· Interact with network devices and management systems using YAML-based API requests and responses, leveraging YAML as a data interchange format for exchanging information with network APIs.

· Migration from NetScalers to F5 without any downtime. 

· Assisting offshore teams located in India in upgrades, VLANs configurations, in troubleshooting layer 3 issues and routing protocol issues mostly BGP.

· Documentation of various changes made on devices and submit them for approvals and work along with alerts team and intimate them the changes to be made.
Environment: Routers (Nexus 1K, 5K,7K, Juniper MX-960), switches (6500/3750/3550 3500/2950), F5 Load balancing (LTM, GTM, APM, AFM, ASM), EIGRP, RIP, OSPF, BGP, VPN, Unified Contact Center Enterprise (UCCE), MPLS, Cisco Catalyst Switches, Firewalls (Cisco ASA, Palo Alto), Cisco Voice (CCM, UCCE, UCCX), Citrix.
Client: PSEG , New York                                                                                                                                                    Jan 2020 - Jun 2021  
Role: Sr Network Engineer
Role –Installation PA firewalls. Worked on Tier 3 Issues.  Managed IP subnets, Monitoring. Worked on service now tickets on Network issues in data center and Enterprise. Upgradation of IOS for various equipment on timely basis. 
Key Responsibilities:

· Implementing security Solutions using PaloAlto PA-5000/3000, Cisco 5580/5540/5520, Checkpoint firewalls R70, R75, R77.20 Gaia and Provider-1/MDM.

· Configuring High Availability using Cluster XL on Checkpoint as well as VRRP and monitor the Sync status for tasteful replication of traffic between active and standby member.

· Enterprise and Public Safety Wireless LAN/WAN (802.11, Mesh).
· Researched, designed, and replaced Checkpoint firewall architecture with new next generation Palo Alto PA3000 and PA5000 appliances serving as firewalls and URL and application inspection.

· Configuring rules and Maintaining Palo Alto Firewalls & Analysis of firewall logs using Panorama. 

· Successfully installed Palo Alto PA-3000/PA-5000 firewalls to protect Data Center and provided L3 support for routers/switches/firewalls.

· Configured and maintained IPSEC and SSL VPNs on Palo Alto Firewalls and implemented Zone Based Firewall and Security Rules on the Palo Alto Firewall. Exposure to wildfire feature of Palo Alto.

· Routers: Cisco (IOS and IOS-XR), Juniper MX Series routers and Nokia (Alcatel 7750, 7950). 
· Administered Cisco AMP endpoint security infrastructure and monitor endpoints for threats.

· Exposure to design and implementation experience primarily on Cisco WSA proxy.

· Configuration and Maintenance of Cisco ASA 5580-20, ASA 5540, ASA 5520, ASA 5510 series firewalls.

· Configure Syslog server in the network for capturing and logs from firewalls.

· Provided tier 3 support for Checkpoint and Cisco ASA Firewalls to support customers, Backup and restore of checkpoint and Cisco ASA Firewall policies.

· Experience configuring and managing Cisco Web Security Appliance (WSA) in an enterprise environment

· Policy Reviewing, Audit and cleanup of the un-used rule on the firewall using Tufin and Splunk.

· Configuring and troubleshooting site-to-site IPSEC VPN tunnels using Cisco ASA 5540 for third party connectivity.

· Creating object, groups, updating access-lists on Check Point Firewall, apply static, hide NAT using smart dashboard.

· Installed and configured high availability Big IP F5 LTM and GTM load balancers like 6600, 6800 to provide uninterrupted service to customer applications and monitoring the availability.

· Configuring F5 Load Balancers: Adding virtual IPs, nodes, pools, and health monitoring. 

· F5 BigIP iRules programming and troubleshooting. Worked on F5 solutions/support for migration work of applications and websites from Cisco CSS Load Balancers to the F5 BigIP Load Balancers. 

· Configuring SNAT, High Availability on F5 BIG-IP appliances SSL termination and initiation, Digital certificates

· Configure and Monitor Cisco Sourcefire IPS for alerts.

· Designed and implemented scalable and resilient network architectures to meet the evolving needs of large organizations, considering factors such as redundancy, load balancing, and fault tolerance.

· Monitor Intrusion Detection Systems (IDS) console for active alerts and determine priority of response.

Environment: Cisco ASA5580/5540/5520, Checkpoint R70, R75, R77.20 Gaia, Palo Alto PA-5000/3000, IEEE 802.11Big IP F5 LTM/GTM, Nexus switches, TCP/IP, VPN, Cisco WSA, Bluecoat Proxy servers, IDS/IPS. SIEM and Monitoring.
Client: Capital One, NY                                                                                                                                   Dec 2017 – Dec 2019

Role: Network Engineer

Role – Worked in a NOC team on Layer1/2/3 issues in the network. Worked on various cisco switches and routers. Worked on Firewall rules, VPN tunnels. Includes Cabling and racking.
Key Responsibilities:

· Worked on Cisco routers 2600, 2800, 3700, 7200 and Cisco switches 3550,4500, 2900, 4900.
· Key contributions include troubleshooting of complex LAN/WAN infrastructure that include.
· Configured firewall logging, DMZs, related security policies and monitoring.
· Creating private VLANs & preventing VLAN hopping attacks and mitigating spoofing with snooping & IP source guard.
· Installed and configured Cisco PIX 535 series firewall and configured remote access IPSEC VPN on Cisco PIX Firewall.
· Enabled STP enhancements to speed up the network convergence that include Port-fast, Uplink-fast and backbone-fast.
· Conducted capacity planning assessments to forecast future network growth and resource requirements, ensuring that network infrastructure can scale to accommodate increasing demands.

· Implemented robust security measures to protect network infrastructure from internal and external threats, including malware, unauthorized access, and data breaches.

· Responsible for Configuring SITE-TO-SITE VPN on Cisco routers between headquarters and branch locations.
· Implemented the security architecture for highly complex transport and application architectures addressing well. known vulnerabilities and using access control lists that would serve as their primary security on their core & failover firewalls.
· Installation & configuration of Cisco VPN concentrator 3060 for VPN tunnel with Cisco VPN hardware & software client and PIX firewall.
· Involved in troubleshooting of DNS, DHCP and other IP conflict problems.
· Used various scanning and sniffing tools like Wire-shark.
· Hands on experience working with security issue like applying ACL’s, configuring NAT and VPN.
· Part of Network Operation Center NOC offshore support team from India supporting HP Data Center 24x7. L2 support for Cisco PIX and ASA Firewalls.

· Perform daily maintenance, troubleshooting, configuration, and installation of all network components. 

· Assisted in troubleshooting LAN connectivity and hardware issues in the network of 100 hosts.

· Maintained redundancy on Cisco 2600, 2800 and 3600 routers with HSRP. 

· Creating groups, users, and policies in Active Directory.

· Troubleshoot and support Cisco Core, Distribution and Access layer routers and switches.

· Built IPsec based Site-to-Site VPN tunnels between various client locations.

· Maintenance and troubleshooting of connectivity problems using Ping, Trace route.

· Managed the IP address space using subnets and variable length subnet masks (VLSM). 

· Point-to-Point, Frame Relay, T3, ATM, WAN troubleshooting. Troubleshooting Active Directory, DNS, and DHCP issues
· LAN cabling in compliance with CAT5 standards.

· Documenting and Log analyzing the Cisco PIX series firewall.
· Configured BGP for CE to PE route advertisement inside the lab environment.
Client: Excers Inc, India                                                                                                                                       Apr 2014 – Aug 2017                                                                                      
Role: Network Engineer

Responsibilities:

· Responsible for PIX 7.x/8.x & ASA 8.x Firewall migration and in place hardware upgrades and Troubleshooting, IOS Security Configurations, IPsec VPN Implementation and Troubleshooting, DMZ Implementation and Troubleshooting.

· Configuring static NAT, dynamic NAT, inside Global Address Overloading, TCP overload distribution, Overlapping Address Translation.

· As part of Security and network operations team I was actively involved in the LAN/WAN level 3 support (diagnose and troubleshoot layer 1, 2, 3 problems) 

· VLAN implementation, Spanning Tree Implementation and support using PVST, R-PVST and MSTP to avoid loops in the network. Trunking and port channels creation. 

· Responsible for Firewall upgrades as well as Troubleshooting, Security Configurations, IPsec VPN Implementation and Troubleshooting, DMZ Implementation and Troubleshooting.

· IOS Upgrades from 7.x to 8.x as well as backup and recovery of configurations. 

· Work in an enterprise network environment with dynamic routing using OSPF and BGP for external connectivity.

· Configured Switches with proper spanning tree controls and BGP routing using community and as path prepending attributes.

· Install Windows Server 2003, configure IP addresses, network printers, and configure Client Access for PCs. 

· Physical cabling, IP addressing, Wide Area Network configurations (Frame-relay). 

· Deployed a Syslog server to allow proactive network monitoring.

· Implemented VLANS between different departments and connected them using trunk by keeping one Vlan under server mode and rest falling under client modes.

· Configured Client VPN technologies including Cisco’s VPN client via IPSEC.
· Switching related tasks included implementing VLANS and configuring ISL trunk on Fast-Ethernet channel between switches.

Environment: PIX, CISCO routers and switches, Access Control Server, VLAN, Trunk Protocols, CISCO ASA, DHCP, DNS, SAN, Spanning tree, Nimsoft, Windows Server, Windows NT.

