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Location: Fremont, CA | Number: 281-801-0073| Email: Bala.Krishnan3@aol.com | LinkedIn | US Citizen 
Former SAP & EY employee; national level SME on SAP GRC & SAP Security
Summary
Cybersecurity/Governance Risk and Compliance (GRC) Specialist with a Big4 background and 16+ years experience in the areas of IT Risk and Compliance Management (SOX, SOC2, NIST CSF, NIST 800-53, ISO 27001, PCI-DSS, HIPAA, SAP Security & GRC) including Privacy and Third party/Supply chain risk management (TPRM).
Obtained extensive experience in Cybersecurity best practices through engagements with diverse organizations including startups, small and medium-sized businesses (SMBs), and Fortune 500 companies such as Proteus Digital Health (start-up), Nutanix, Exelixis, as well as major industry leaders like EY, IBM, SAP, Genentech/Roche, J&J, Life Technologies/Applied BioSystems, Wyeth Pharmaceuticals, Robert Half, HP, T-Mobile, DuPont, E-trade, Union Bank, Gymboree, National Grid (Utility company), and Applied Materials.
                                                                                  Key Differentiators
· Former Big 4(EY) Manager - Risk Advisory Services - handled high value GRC projects for Fortune 500 companies.
· Very Knowledgeable and very hands on in my areas of expertise - IT Compliance, Privacy, Risk et el with excellent communication, leadership and rational thinking skills.
· Internationally recognized SME on IT Controls with Cloud Security Alliance. Co-author of the controls and the implementation guidelines of the widely known Cloud Control Matrix (CCM v4).
· Obtained an award/recognition card at SAP for promoting diversity and inclusion.
Tools: AuditBoard,Wdesk, ProcessUnity, Viva Vault, SAP GRC, ZenGRC, Metricstream, IBM OpenPages.

                                                                             Certifications
Project Management Professional (PMP) | Certified Information Systems Auditor (CISA) | Certified in Risk and Information Systems Control (CRISC) | Certified in Cybersecurity Leadership from Cornell University (Ivy league!)
 Certificate of Cloud Security Knowledge (CCSK), Sarbanes-Oxley Certification | Cybersecurity certification from ISACA, Certification in Business Writing | SSAE18/SOC Certification, ISO27001 certification | CTPRP (Certified Third-Party Risk Professional) | Certified Information Privacy Professional (CIPT) |Certified Team Supervisor
Governance Risk and Compliance Professional Certification (GRCP)

  Education
Master of Science in Engineering, Western Michigan University, 2004  
Bachelor Of Science in Engineering, P.E.S. College of Engineering, 1999

              Experience
Curaleaf (Healthcare Company), Fremont, CA	 October 2022 to Current 
Sr. Manager - GRC/IT Compliance Consultant
· Spearheaded the establishment of the IT SOX program from scratch for the UK subsidiary. Sent to London for the same.
· Resolved SOD issues for SAP users using SAP GRC and the SOD issues in non-SAP systems by identifying conflicting tasks and by working with the business for a solution. Identified and implemented appropriate mitigation controls. 
· Satisfied the auditors by implementing least privileged access on the SAP S/4 Hana and various other systems by aligning the user’s technical role as per their job function. 
· Aligned the SOD and Critical Actions risks in the ruleset in SAP GRC v12’s ARA as per the business risks.
· Managed the design and development of SAP roles, including Fiori components.
· Directed the IT Compliance (SOX, SOC2) & Privacy Program with a team of 6 direct reports, overseeing recruitment, mentoring, and management. Proficiently handled extensive audit inquiries and liaised with auditors and external vendors.
· Greatly enhanced efficiency by implementing a risk based approach and by automating controls resulting in drastic reduction of audit deficiencies.
· Successfully remediated the company's 'material weakness' status by implementing significant improvements in control design and effectiveness, mitigating key pain points. Guided the IT team in executing controls to ensure audit compliance.
Exelixis Inc (Biotech/Pharma Company), Alameda, CA	 June 2021 to September 2022 
IT Compliance Manager
· Led comprehensive IT Compliance program oversight, navigating various regulatory frameworks including SOX, SOC 2, GDPR, CCPA, and others. Successfully managed external audit inquiries, conducted internal audit and controls testing, and adeptly resolved intricate Risk & Compliance issues leveraging extensive cross-company experience.
· Directed multiple enhancement initiatives on SAP systems, including SAP GRC, SAP Security role redesign, and implementations such as Active Control (SAP transport management app) and Pathlock.
· Troubleshooted and resolved several SAP S/4 Hana security and authorization issues. 
· Enhanced the design and operational effectiveness of numerous technical controls on SAP S/4 Hana & SAP Ariba.
· Made GRC ruleset updates in SAP GRC 12.0’s ARA to align the risks as per the business risks of this client.
· Managed deviations, non-conformances, and investigations related to GxP activities, facilitating root cause analysis, corrective actions, and preventive measures to address issues and prevent recurrence.
· Conducted a rigorous Privacy gap assessment aligned with the NIST Privacy framework, determining maturity levels.
· Significantly boosted efficiency and productivity through the automation of control execution procedures on SAP GRC.

SAP Labs, Palo Alto, CA 	 April 2019 to June 2021 
Sr. Data Privacy and Regulatory Compliance Specialist 
· Conducted Internal Audit/Controls testing on SAP Ariba's procurement solution, ensuring adherence to key privacy and Compliance regulatory standards such as SOX, SOC 2, GDPR, CCPA, PCI-DSS, C5, ISO 27001/27017/27018, NIST CSF, NIST 800-53, etc.
· Provided approval for the global release of various modules of SAP after analyzing from a Security standpoint.
· Addressed audit issues pertaining to SAP S/4 Hana and SAP GRC 12.0 such as queries about sensitive auth objects, Firefighter, MSMP workflow etc.
· Setup user profiles in SAP SuccessFactors and also participated in SAP upgrades.
· Ensured Security and Compliance for the entire SAP landscape consisting of various SAP Systems.
· Achieved zero non-compliant external audit findings in reviewed areas.
· Oversaw 3rd party risk and Privacy management for SAP Ariba, implementing Data Protection Enablement processes for high-risk vendors and conducting Privacy Impact Assessments for the Cloud-based SaaS solution of SAP Ariba and Apparent Financing.
· Collaborated with external vendors and internal stakeholders to enforce compliance with SAP's Data Protection requirements. Decreased non-compliant vendors by approximately 25%.
· Provided expert evaluation, advice, and release-based approval from a Compliance, Data Privacy, and 3rd party risk perspective.
Proteus Digital Health, Redwood City, CA 	 February 2019 to April 2019
Sr. GRC Consultant 
· Orchestrated the successful management of the SOC 2 and HIPAA program, adeptly handling audit inquiries and enhancing the Compliance program.
· Implemented and established various Cybersecurity procedures including Incident Response, Patch Management, Encryption and Key Management Standards, and Data Destruction and Sanitization Procedures to rectify gaps identified by auditors.
· Conducted a comprehensive gap analysis aligned with NIST CSF, leveraging insights to enhance Cybersecurity policies.
· Spearheaded the ZenGRC solution implementation for streamlined audit evidence management and automated reminders.
· Proactively addressed audit findings, strengthening the organization's Cybersecurity posture and regulatory compliance.
· Collaborated cross-functionally to ensure alignment between Cybersecurity initiatives and organizational goals, fostering a culture of continuous improvement and risk mitigation.
Nutanix	 January 2018 to January 2019 
Sr. GRC Consultant | San Jose, CA 
· Led ISO Certification efforts, securing ISO 27001, ISO 27017, and ISO 27018 for cloud solutions Beam, Xi, and Epoc/Netsil.
· Established and enhanced the Third-Party Risk Management (TPRM) program, overseeing customer audits and responded to a multitude of Security questionnaires from customers, thus bolstering trust and compliance.
· Spearheaded audit preparations, resulting in the successful attainment of SOC 2 type 1 and SOC 2 type 2 for Xi's Disaster Recovery as a Service (DRaaS).
· Conducted comprehensive Risk Assessments, collaborated with stakeholders on control action plans, and monitored remediation efforts via MetricStream GRC, yielding a 20% reduction in IT department risk.
· Crafted Policies aligned with NIST CSF and integrated NIST 800-53 controls, fostering a 10% increase in new business opportunities.
· Co-authored diverse documents for the ISO 27001 project, liaising with teams for input, feedback, and offshore team coordination within the MetricStream GRC platform.
· Improved SOX control execution procedures and prepared the IT team for the upcoming PwC external SOX audit.
Union Bank 	 July 2017 to December 2017 
IT Controls & Compliance Specialist Consultant | Oakland/Monterey Park, CA
· Conducted thorough controls testing for SOX and Internal Controls Over Regulatory Reporting (ICRR), evaluating both design and operating effectiveness.
· Authored and managed work papers utilizing the IBM OpenPages GRC platform, collaborating with external auditors from prominent Big 4 firms.
· Provided expert guidance on control best practices to application owners as a member of the Controls Assurance and Advisory (CAA) team.
· Conducted design walkthroughs and tested access controls, including User Account Review (UAR) controls, change management controls, and IT operational controls such as backup controls across on-premise and cloud-based applications, focusing on design and operating effectiveness.
· Collaborated with teams to ensure adherence to industry standards and regulatory requirements.
· Contributed to continuous improvement initiatives by identifying and implementing enhancements to control processes.
E-Trade	 February 2017 to June 2017 
Audit Liason/Sr. Security & Compliance Consultant | Menlo Park, CA
· Served as the primary audit liaison for a range of audits encompassing SOC 2, SOX, GLBA, and various internal audits.
· Streamlined audit processes by coordinating with multiple teams to determine appropriate audit artifacts, resulting in the mitigation of deficiencies through clear explanations to auditors.
· Took a proactive approach to ensure audit success by providing support and guidance to sub-teams within the CISO framework, enhancing their preparedness for upcoming audits.
Gymboree	 February 2016 to January 2017 
Interim Sr. Manager/Sr. Security & Compliance Consultant | San Francisco, CA 
· Held the interim Senior Manager position within the IT Leadership team, reporting directly to the CIO, overseeing IT SOX Compliance, PCI Compliance, and Security.
· Conducted SOX control testing, established self-assessment procedures, and enhanced control execution processes, providing training to the team for improved compliance.
· Orchestrated internal and external IT SOX audits by KPMG and Deloitte, validating audit artifacts, facilitating walkthrough meetings, and conducting Exposure Analysis for deficient Access Controls.
· Led a comprehensive PCI QSA Assessment for a Level 1 merchant, encompassing penetration testing, retail store assessments, distribution center assessments, and assessments at the main office.
· Addressed non-conformities identified during the PCI Assessment, focusing on logging (Req 11), Logical access (Req 8), Policies (Req 12), and Firewalls (Req 1), and operationalized PCI periodic activities.
· Played a pivotal role in obtaining waivers for fines from Visa by demonstrating significant progress on key PCI non-conformities through adherence to the Prioritized approach process.
· Managed vendor relationships, processed purchase orders and vendor contracts, and evaluated proposed Security solutions, presenting suitable options to the CIO for consideration.
Genentech 	 October 2015 to January 2016 
Sr. Security & Compliance Consultant | South San Francisco, CA
· Enhanced existing controls and optimized Compliance processes within a diverse IT environment.
· Implemented robust controls spanning Infrastructure (Operating System and Database), Application, and Data Center levels.
· Collaborated closely with Internal & External Auditors, ensuring seamless facilitation of the ICFR Audit.
· Leveraged expertise in IT Audit, Data Privacy, and SOX compliance to introduce industry best practices.
· Spearheaded the rewriting of Compliance procedures, integrating updated methodologies and standards.
· Provided strategic guidance on IT Audit, Data Privacy, and SOX compliance, driving continuous improvement initiatives.
Ernst & Young 	 November 2014 to September 2015 
Manager - Risk Advisory Services | San Francisco, CA
· Executed Risk Transformation projects for notable clients such as Johnson & Johnson, T-Mobile, and DuPont, delivering comprehensive solutions.
· Supervised a team of 3 onsite and 2 offshore resources, providing mentorship and guidance to ensure alignment with project objectives. Contributed to practice development by mentoring and training senior consultants within the group.
· Remediated ineffective controls and established control baselines adhering to NIST 800-53, ISO27001, PCI, SOX, and Privacy/GDPR standards in hybrid Cloud and on-premise environments.
· Led the implementation of SAP GRC solutions, overseeing the entire process from gathering business requirements to solution design, implementation planning, and documentation creation.
· Demonstrated substantial progress across all four pillars of EY's Expectations and Differentiators framework, including exceptional client service, team engagement, quality and values adherence, and operational excellence.
Wipro 	 March 2013 to October 2014 
Sr. SAP Security & Compliance Consultant | Houston, TX & Syracuse, NY 
· Was the technical lead of Wipro’s team for Transfield Services. Saved the project for Wipro by successfully handling escalations from the client and strategically building trust by improving the relationship.
· Successfully implemented SAP GRC 10.1 for National Grid by partnering with Deloitte’s team. 
· Designed and developed SAP roles on SAP Netweaver, SAP HCM and other platforms as per the business requirement. Troubleshooted and resolved several access controls issues.
· Handled audit inquiries from EY and resolved them by liaising with various teams and extracting the details myself.
· Facilitated workshops to align the risk levels of the SAP GRC ruleset as per the risk levels in the client.
      SAP Security & Compliance Consultant                                                                     January 2005- December 2012
· Engaged in pivotal projects for esteemed clients including IBM Blue Harmony (Southbury, CT, Raleigh, NC, and Tampa, FL), Life Technologies (formerly Applied Biosystems - Foster City, CA), Applied Materials (Santa Clara, CA), Wyeth Pharmaceuticals (Malvern, PA), Colgate-Palmolive (Piscataway, NJ), and T-Mobile (Bellevue, WA).
· Executed critical initiatives for renowned organizations such as Hewlett-Packard (Houston, TX) and Ernst & Young (Lyndhurst, NJ), contributing to their cybersecurity and compliance objectives.
Additional Skills
Leadership | Communication | Recruitment | Team Building | Mentoring | Project/Program Management | Enterprise Risk Management | Vendor Management | Process Improvement | Cybersecurity | Privacy & Data Protection | Internal Controls | Documentation | Access Management
