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CERTIFICATES
CompTIA Security+ Certification in progress
Certified Scrum Master CSM
- Scrum Alliance, August 2021
Certified Blockchain Consultant - Blockchain Council, April 2022 Certified Metaverse Consultant - Blockchain Council, April 2022 Certified	Cryptocurrency Consultant - Blockchain
Council, March 2022
EDUCATION
University of The Virgin Island
Computer Science
Bachelor Degree of Computer Science
May 2012
Montgomery College, International Business Associate Degree SMPayE2C01I0FIC
EXPERTISE
Security Operations Vulnerability Assessment and Penetration Testing Threat Intelligence
Risk Assessment and Management
Security Frameworks and Standards
Network and System Security
Security Incident Management
Security Awareness and Training
Compliance and Regulatory Requirements
Emerging Technologies and Threats
Risk Assessment and Management Security Policies and Standards
Security Incident Response Security Architecture and Design
Vulnerability Management Security Audits and Compliance

PROFESSIONAL SUMMARY
As a Cybersecurity Analyst, I am highly skilled in identifying, analyzing and mitigating cyber threats and vulnerabilities. With extensive experience in threat intelligence, incident response, risk assessment and compliance, I have successfully designed and implemented robust cybersecurity strategies that have minimized risk to organizations' sensitive data and critical systems. My exceptional analytical skills have enabled me to quickly identify and resolve complex security issues, ensuring business continuity and safeguarding organizational assets. With a strong focus on continuous improvement, I stay up- to-date with the latest security trends and technologies, allowing me to develop innovative solutions to protect against emerging threats.

WORK HISTORY
Senior Cybersecurity Analyst, ABIATECH SOLUTIONS LLC, February 2022 - Current

Developing and implementing security policies, procedures, and protocols for all information systems to ensure confidentiality, integrity, and availability of data Conducting regular vulnerability assessments and risk management activities to identify and mitigate potential security threats and vulnerabilities
Reducing systems POA&Ms from 65 to 10 in one month.
Significantly improving system CONMON Scorecard from F to A Grade Reducing system vulnerability findings from 76 to 15 in two months.
Reviewing Splunk alerts from the SECRISK Dashboard as part of CONMON requirement for assigned system.
Supporting FEDRAMP System in updating CONMON Report from the AZURE TRUST PORTAL AND Marketplace as part of CONMON requirement.
Conducting IR Plan Test TableTop Exercise and draft after action report as part of IR Control compliance requirement.
Supporting client in reviewing, analyzing vulnerability scans as part of SOC2 Creating, Updating, and reviewing corrective action plan as part of the client PCIDSS Audit.
Updating and developing information security policies for the client as part of ISO 27001.
Scoping of controls and profiling of clients (vendors) to support the client’s SOC1 &SOC2 Audit.
Reviewing and analyzing scans for clients as part of FedRAMP risk remediation. Reviewing various change requests for client’s sprints and recommend or approve / deny CR FOR UAT environmental change.
Updating client’s ticketing system and approving change request as part of CONMON requirements
Working with System Owners to Categorize Systems using FIPS 199, and identify the systems’ Information Types, using NIST SP 800-60 Vol. 1&2.
Take part in Selecting a set of Applicable Baseline Security Controls, from NIST SP 800-53 Rev4, based on systems’ Categorization, and the minimum requirements of FIPS 200, and document the selected controls in the SSP
Working with Assessors and ISO to close Plan of Actions and Milestone (POA&M) entries.
Ensuring compliance with security standards and regulations such as HIPAA, PCI DSS, and GDPR
Creating and maintaining backup and disaster recovery plans in case of system failures or data breaches
Providing security awareness training and education to employees to promote best security practices and prevent security incidents
[image: ] Investigating and responding to security incidents, breaches and exposures to



SKILLS
[image: ] Cybersecurity Fundamentals [image: ] Security Tools and
Technologies:
[image: ] Risk Assessment and Management
[image: ] Incident Response and Management
[image: ] Security Monitoring and Intrusion Detection
[image: ] Network and System Security [image: ] Vulnerability Assessment and
Penetration Testing [image: ] Security Policies and
Compliance
[image: ] Analytical and Problem- Solving Skills
[image: ] Communication and Collaboration
[image: ] Communication and Collaboration

TOOLS
[image: ] SIEM platforms: Splunk, IBM QRadar, LogRhythm, Elastic SIEM
[image: ] GRC Tools and Ticketing System: ServiceNow
[image: ] Vulnerability Management Tools: Nessus by Tenable.io, Qualys, Nexpose by Rapid7, OpenVAS
[image: ] Prevention systems (IDS/IPS),
[image: ] Firewalls, antivirus software, and encryption tools.
[image: ] Network Security Tools: Wireshark, Nmap, Snort, Cisco ASA (Adaptive Security Appliance)
[image: ] JIRA
[image: ] Webex
[image: ] MS Office 2016 [image: ] MS teams
[image: ] GoToMeeting

LANGUAGES
English and French:
Native language
Spanish:
C2 proficient

[image: ] Participating in penetration testing and vulnerability management activities, identifying system weaknesses and recommending remediation strategies to strengthen the organization's security posture. I significantly reduced number of Vulnerabilities from 80 to 10.
[image: ] Conducting in-depth security assessments and vulnerability scans to identify and mitigate potential risks and vulnerabilities within the organization's network infrastructure.
[image: ] Developing and implemented robust incident response procedures, effectively mitigating security incidents and minimizing the impact on the organization's systems and data.
[image: ] Monitoring and analyzed security logs and alerts to proactively detect and respond to security breaches, intrusions, and malware attacks, ensuring the confidentiality, integrity, and availability of critical data.
[image: ] Collaborating with cross-functional teams to design and implement security controls, policies, and procedures to ensure compliance with industry standards (such as PCI DSS, HIPAA) and best practices.
[image: ] Conducting regular security audits and assessments, evaluating the effectiveness of existing security measures and recommending enhancements to address emerging threats and vulnerabilities.
[image: ] Providing guidance and training to end-users on cybersecurity best practices, raising awareness and promoting a culture of security within the organization.
[image: ] Assisting in the development and maintenance of security documentation, including security policies, procedures, and incident response plans, ensuring alignment with regulatory requirements.
[image: ] Coordinating and maintaining the documentation for the Security Assessment and
Authorization (A&A) process for each system.
[image: ] Assisting in conducting assessments of information systems in adherence to FISMA, FIPS and NIST requirements.
[image: ] Developing a Plan of Actions and Milestones (POA&Ms) for security issues that cannot be remediated in the timeframe set forth by policy. Closed 50 POA&M in Two weeks for assigned system
[image: ] Performing gap analysis of current controls and processes; document and inform
management of changes are needed or recommended.
[image: ] Skilled in conducting risk assessments to identify potential threats, vulnerabilities, and impacts on organizational assets and operations.
[image: ] Knowledgeable in implementing and maintaining compliance with Payment Card Industry Data Security Standards (PCI DSS), to ensure secure handling of credit card information.
[image: ] Experienced in providing attestation of compliance for Service Organization Controls (SOC) 1 and 2 audits to demonstrate effective controls over financial reporting and information security.
[image: ] Proficient in developing and executing incident response plans to mitigate the effects of a security breach or other disruptive event on organizational operations and assets.
[image: ] Equipped with a thorough understanding of the Federal Risk and Authorization Management Program (FedRAMP), including the compliance requirements, documentation, and authorization process, to ensure that cloud computing systems comply with federal security standards.


[image: ]


Junior Cybersecurity Analyst, ABIATECH SOLUTIONS, August 2017 – January 2022 [image: ] Conducted comprehensive risk assessments and gap analyses to identify
vulnerabilities and potential security risks within the organization's systems and infrastructure.
[image: ] Developed and implemented effective security controls and measures, including access controls, encryption methods, and intrusion detection systems, to safeguard sensitive information and ensure compliance with industry regulations (e.g., GDPR, ISO 27001).
[image: ]  Monitored and analyzed security events and incidents using SIEM (Security
[image: ] ICnoflolramboartaiotendawndithEvcernotssM-faunnacgteiomneanl t)etaomoslst,oprcoomndputlcyt isnevceusrtiitgyaatiundgitasnadnrdepspeonnedtriantgiotno tsesctuinrigty, ibdreenatcihfyeisn,gawndeackonoerdssineastiingsyinstceidmesnat nredsappopnlsiecaetfifoonrstsa. nd recommending appropriate remediation actions.
[image: ] Managed and maintained the organization's security systems, including firewalls, antivirus software, and data loss prevention (DLP) tools, ensuring they are up-to- date and effectively protecting against emerging threats.
[image: ] Developed and delivered security awareness training programs to educate employees on cybersecurity best practices, reducing the risk of social engineering attacks and promoting a security-conscious culture.
[image: ] Assisted in the development and implementation of security policies, procedures, and standards, ensuring compliance with regulatory requirements and industry frameworks (e.g., NIST, CIS).
[image: ] Collaborated with external vendors and partners to perform third-party risk assessments, evaluating their security controls and ensuring compliance with contractual obligations.
[image: ] Stayed abreast of the latest security trends, vulnerabilities, and industry developments, continuously enhancing knowledge and skills through professional certifications, training, and research.
[image: ] Participated in incident response activities, conducting forensic investigations, collecting evidence, and preparing incident reports to identify the root cause and recommend preventive measures.
[image: ] Conducted regular vulnerability assessments and patch management activities, ensuring timely patching of security vulnerabilities across systems and applications.
[image: ] Stayed current with the latest security threats, trends, and industry developments, attending conferences and training sessions to enhance knowledge and skills in information security.
[image: ] Coordinated and maintained the documentation for the Security Assessment and Authorization (A&A) process for each system.
[image: ] Assisted in conducting assessments of information systems in adherence to FISMA, FIPS
and NIST requirements.
[image: ] Developed a Plan of Actions and Milestones (POA&amp;Ms) for security issues that cannot
be remediated in the timeframe set forth by policy.
[image: ] Performed gap analysis of current controls and processes; document and inform management of changes are needed or recommended.
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