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Objective:
Having 12+ years of experience in various roles including software development, system administration, and project management. Seeking a senior leadership position in a dynamic organization where I can utilize my expertise in developing and implementing innovative IT solutions that drive business growth and deliver value to customers. Proven record of accomplishment of managing large-scale IT projects, leading cross-functional teams, and delivering projects on time and within budget. Passionate about staying up to date with the latest technologies and trends in the industry and committed to delivering exceptional results that exceed customer expectations.

Summary:
· I have total 13+ years of experience in providing solutions for Identity Management and Access Management

· Specialized in implementation, administration and maintenance of IT Security and compliance related projects & Process with deadlines.

· Have good knowledge of security regulatory standards like ISO27001, NIST, GDPR, SOC 1 and 2 related works within the organization.

· Has knowledge and experience in Solution Architecture, Requirement gathering and Analysis, Functional Specification, Design, and Implementation of Identity Management solutions.
· As part of Identity Governance: Define and enforce identity governance processes using SailPoint IdentityIQ. This includes defining access controls, segregation of duties (SoD) policies, role-based access controls (RBAC), entitlements, certifications, policies, connectors, and approval workflows to ensure proper access management and compliance.

· Have good experience with out-of-box connectors (eg,: Active directory, LDAP) and custom connector development using REST API's and JAVA.

· Design and implement SailPoint IIQ solutions for complex identity and access management scenarios.

· Develop and customize workflow and rules to automate access request process and governance controls.

· Performing data migration and integration tasks, and implement custom connectors for integrating with non-standard applications.

· Strong Understanding of database management and SQL queries.
· Involved in Trouble shooting and Support team for Provide technical expertise in resolving issues related to SailPoint IdentityIQ implementation, configuration, and integration. Collaborate with cross-functional teams, vendors, and support resources to troubleshoot and resolve complex problems.
· Access control and governance and access certifications, SSO and self-service portal.

· Define the overall integration architecture for SailPoint, considering the organization existing IT landscape.

· Involved in Data manipulation by leverage java beanshell to manipulate and transform data within SailPoint ensuring that it align with business requirements and compliance standards.

· Java Bean shell in enforcing custom policies and rules within SailPoint, aligning identity governance with organizational policies.
· Taken training on SailPoint Identity Now, and have good knowledge in Identity Now features.

· Have good experience on Azure AD activities like MFA, SSO, EBACK, Group managementB2C, B2B.

· Utilize API's to integrate SailPoint with third party applications and systems.

· Implement Restful and SOAP-based API integrations to enable data exchange between SailPoint and external platform.

· Good knowledge on Privileged access management- using Cyber ARK tool to reduce the risk of security branches.

· Implement mechanism to keep identity data consistent across the integrated environment, ensure timely and accurate updates to user access in connect systems.

· Design, develop and customize connectors for integrating SailPoint with diverse target systems.

· configure and manage data synchronization process between SailPoint and connected systems.
· Worked on Audit controls and compliance, worked with Legacy, modern, and web applications.

· Have good knowledge of Cloud Security and security frameworks.

· Creating, modifying, deleting, or transferring User IDs and groups and supporting password management.
· Integrated applications using SAML 2.0 methods.
· Enterprise password Vault management, privilege session and monitoring management, endpoint least privilege, App control and Credential heft protection.
· Ensuring all provisioning tasks are complete and contacting user for additional information, if required.

· The store manages and rotates privileged account password, eliminating embedded credentials and ensure password strength, Revoke orphan accounts from the system.

· Good knowledge on Log and monitor all privileged credential activity and sessions for compliance and forensic review in CyberArk.

· Scans identify and profile all assets and applications by auto-on-boarding of privileged accounts.

· Enabled centralized management of privilege account discover, manage, audit, and monitor privileged accounts of all types and improved security with role-based access to privilege accounts.

· Design and implemented the core single sign on using advance-supported protocols (SAML, OAuth, OpenID).
· Provided winning solutions as part of the Pre-Sales team that included responding to RFPs and RFIs from existing and prospective clients that resulted in exceeding quarterly targets.

· Integration and Implementation part I have actively worked for Integrate SailPoint IdentityIQ with other systems such as HR, Active Directory, LDAP, and application platforms to synchronize user data and enable automated provisioning and de-provisioning of user accounts. Develop custom solutions and extensions to meet specific business requirements Worked on Audit controls and compliance, worked with Legacy, modern, and web applications, 
·  Have good knowledge of Cloud Security and security frameworks.
· Worked with deal size –maximum of 5 years study state with 4 months implementation and other 4 months in Hyper care support of 24/7 hours.

· Expert-level experience with IAM Protocols such as SCIM, Web services, WS-Fed, SAML, OpenID Connect, and OAuth.

Professional Organizations Details:
· Working as a IAM Lead in T-mobile from November 2023 to till date

· Worked as senior IAM Solution developer in Wells Fargo PVT.LTD from December 2019 to Sept 2023.
· Worked as a SailPoint Solution Analyst from September 2017 to December 2019 at IBM, Bangalore, India.

· Worked as a Senior IDAM Security Engineer from September 2014 to Sep 2017 at NTT Data, Bangalore, India.

· Worked as a Tableau developer from May 2011 to Sep 2014 at TCS, Bangalore, India.

Technical Skills Set:
· Pre-Sales: RFPs for Identity Management, Access Management, 2FA, Privileged Identity Management, CIAM on various products (Azure AD, ADFS, Azure MFA).

· RBAC, Conditional Access, MFA, SSO, ADFS, SAML 

· Windows AD, VM’s, Azure Storage, Azure VNET, Azure Security Center, Subscription policies.

· PIM – CyberArk

· IGA – SailPoint

· IAM - Okta
Certifications:
· Microsoft Azure Fundamentals (AZ-900)
· Microsoft - Azure Administrator Associate (AZ-500)
Client: T-Mobile
Start Date: Oct 2023 – Till date

Position: IAM Lead
· As a SailPoint developer, I have been involved in various aspects of the Sail point project life-cycle, including initial architecture design, development, and ongoing solution enhancements. Your role has required you to work closely with stakeholders, including business users, project managers, and technical teams, to understand the organization’s unique requirements and translate them into practical and salable SailPoint solutions.

· Develop and implement process for responding to access-related security incidents, and investigate and remediation to any unauthorized or suspicious access activities.

· Design overall IAM architecture and solutions, evaluate and select appropriate IAM technologies, including SailPoint Modules.

· Providing expert level guidance on SailPoint Identity NOW platform capabilities, best practices, and implementation strategies, and leading and overseeing design development.

· Worked with implementation of complex SailPoint Identity NOW solution.

· As part of Identity Governance: Define and enforce identity governance processes using SailPoint IdentityIQ. This includes defining access controls, segregation of duties (SOD) policies, role-based access controls (RBAC), entitlements, certifications, policies, connectors, and approval workflows to ensure proper access management and compliance.

· Have good experience with out-of-box connectors (eg, Active directory, LDAP) and custom connector development using REST API's and JAVA.

· Proficient in Microsoft Active Directory, ADLDS, RACF and Other LDAP.

· Design and implement SailPoint IIQ solutions for complex identity and access management scenarios.

· Designed and developed OAuth 2.0 authorization servers and client for enabling secure authentication and authorization workflows across distributed systems, including mobile and web applications.
· Performing data migration and integration tasks, and implement custom connectors for integrating with non-standard applications.

· Strong Understanding of database management and SQL queries.
· Hands on experience with IAM products (SailPoint, Oracle IDM, CA Identity)- Design and engineering experience, handling updates & patches.

· Solution evaluation by evaluating different MFA solution compatibility with SailPoint to identify the most suitable option based on factors Security, usability, Scalability and integration capabilities.

· Involved in planning the integration of chosen MFA solution with SailPoint identityIQ or Identity Now, also involving configuring connectors, API’s or plugins to enable seamless integration between SailPoint and MFA.

· Develop user enrollment and activation of MFA tokens or devices for users, also provide clear instructions and support to users for enrolling and managing their MFA credentials.

Employer: Wells Fargo
Start Date: Dec 2019 – Sept 2023
Position: Senior IAM Solution developer.
· As a solution architect, I have been involved in various aspects of the Sail point project life-cycle, including initial architecture design, development, and ongoing solution enhancements. Your role has required you to work closely with stakeholders, including business users, project managers, and technical teams, to understand the organization’s unique requirements and translate them into practical and salable SailPoint solutions.

· Develop and implement process for responding to access-related security incidents, and investigate and remediation to any unauthorized or suspicious access activities.

· Design overall IAM architecture and solutions, evaluate and select appropriate IAM technologies, including SailPoint Modules.

· Design and building SailPoint IIQ integration: this involves creating connectors to connect SailPoint IIQ with various applications, systems, and directories to exchange user and access data.

· Extending SailPoint IIQ functionality: developing custom workflows, rules, and scripts to automate tasks, enforce access governance policies, and adapt the platform to specific organizational needs.

· API development: creating custom API’s to access and manipulate SailPoint IIQ data pro-grammatically for integration with other tools and applications.

·  Implement and configure SailPoint IdentityIQ for Just-in-Time (JML) user provisioning scenarios, ensuring seamless integration with existing systems and processes.

· Design and enforce Separation of Duties (SOD) policies within SailPoint IdentityIQ to mitigate security risks and ensure compliance with regulatory requirements.
· Manage certification campaigns within SailPoint IdentityIQ, including entitlement reviews, application access reviews, and user access certifications.
· Have knowledge of established development tools, guidelines, and conventions, Visual Studio, Azure DevOps, Git, JavaScript, JavaBeans, JQuery, XML, JSON, REST API, AJAX, HTML, CSS, PowerShell, SQL and Web Application servers such as Tomcat, JBOSS and WebSphere.

· Have knowledge of user provisioning and management frameworks (RBAC),  SSO, SAML, WS-Federation, OAuth and OpenID Connect, OWASP, experience with IAM, Active Directory (Azure), secure LDAP, large-scale enterprise server and endpoint security solution

· SailPoint good hands on JML, joiner leaver and mover which is the lifecycle staged of user’s employment with in the organization which is integrated with Workday for HR feed files.

· Trouble shooting and support: proving advanced support for AWS cloud -related issues, conducting root cause analysis, and implementing solutions to address challenges effectively.
· Proficient in Microsoft Active Directory, EntraID, ADLDS, RACF and also Strong Understanding of database management and SQL queries

·  Integrate SailPoint IdentityIQ with other systems and applications using APIs, connectors, and custom scripts to automate identity management processes and enhance operational efficiency.
· Have good experience in using Python and PowerShell for customizing the rule with API integration.
· Have involved with automate team to automate task in SailPoint using Python and PowerShell scripts.

· Maintaining and updating SailPoint: performing upgrades, applying security patches, and monitoring system performance to maintain a stable and secure platform.

· Conducting risk assessment and implement security controls, stay updated with latest security threat and vulnerabilities which are related to SailPoint IQ.

· eDirectory Deployment and Administration: - Deployed and administered Novell eDirectory infrastructure to serve as the central repository for user identities and access controls.

·  Managed eDirectory tree structures, partitions, and replicas to optimize performance and scalability.

· Identity Lifecycle Management: - Implemented identity lifecycle management processes within eDirectory to handle user provisioning, de-provisioning, and synchronization with connected systems.

· Developed automated workflows and scripts to streamline identity management tasks and ensure data accuracy.

· Access Control and Authorization: Configured access control lists (ACLs) and role-based access controls (RBAC) within eDirectory to enforce least privilege principles and protect sensitive resources.

· Integrated eDirectory with IAM solutions such as ForgeRock or Ping Identity for centralized access policy management.

· LDAP Integration and Federation: Integrated eDirectory with LDAP-enabled applications and services to provide authentication and directory services.

·  Implemented federation capabilities using SAML or OAuth protocols to enable single sign-on (SSO) and cross-domain authentication.

· High Availability and Disaster Recovery: - Designed and implemented high availability (HA) eDirectory deployments with fault tolerance and data replication mechanisms to ensure continuous availability of identity services.

· Configured disaster recovery (DR) strategies to mitigate potential data loss and service interruptions.

· Directory Synchronization and Identity Federation: - Implemented directory synchronization mechanisms to synchronize eDirectory data with external identity sources such as Active Directory or LDAP directories.

· Established identity federation relationships to enable seamless access to resources across federated domains or organizations.

· Security and Compliance: Implemented security controls within eDirectory infrastructure to protect against unauthorized access and data breaches.

· Ensured compliance with regulatory requirements such as GDPR, HIPAA, and SOX through appropriate configuration and auditing measures.

· Troubleshooting and Performance Optimization: Conducted troubleshooting and root cause analysis to resolve eDirectory-related issues and performance bottlenecks.

· Implemented performance tuning strategies to optimize eDirectory performance and responsiveness.

· Documentation and Training: Documented eDirectory configurations, operational procedures, and best practices to facilitate knowledge transfer and training for IT staff.

· User Provisioning and life-cycle management: Automating the provisioning and de- provisioning of user accounts across various systems, managing password resets and handling other user life cycle events.

· Webservices support identity federation by enabling the exchange of authentication and authorization information between trusted parties, SAML and OpenID connect protocols are used.
· Usage of Webservices to capture and analyze audit authentication, access requests, and policy changes.

· Azure AD connect for directory synchronization between on-promises active directory and Azure AD.

· Azure AD B2B and B2C: implementing Azure AD solutions for business to business, and business to customer scenarios, enabling secure collaboration and customer identity management.

· Conditional Access policy and MFA enabling for extra layer authentication, crafting and enforcing conditional access policies based on various criteria to control access to applications and resources.

· Developed and implement access control policies and identity governance policies in SailPoint IQ, ensure compliance with regulatory requirements and industry standards through use of Sailpoint IQ.

· Troubleshoot and resolve technical issues related to SailPoint implementation.

· Sailpoint administration: manage and maintain the SailPoint Identity IQ platform, configure and optimize SailPoint for performance and availability

· conduct regular system audit and ensure compliance with security standards.

· Have good expertise in sailpoint includes Identity & Governance Access, which focuses on managing user identities and their access privileges within an organization. You have experience in designing and implementing IGA solutions using SailPoint IdentityIQ. This involves setting up identity life cycles, access request and approval workflows, access certifications and role-based access controls (RBAC), and complacence control.

· Involved in implementation project as a lead role implement and configuration of SailPoint IdentityIQ, including connectors, workflows, rules, policies, and customization. Ensure the solution aligns with industry best practices and follows the organization's security and compliance standards.

· Have good knowledge on Managing user accounts, permissions, and role within the cyberArk environment. 
· Access reviews and Certifications: set up and manage access review campaign to ensure that user access is periodically reviewed and certified in Sailpoint.

· Have knowledge on Design, Implementing, and managing PAM solutions using CyberArk to secure privileged accounts and credentials.

· Manage provisioning and de-provisioning processing sailpoint IQ, ensuring that user has right level of access at all times.

· Define and develop access control policies that align with organization's security and compliance requirements, establish policies for user access entitlements, and roles within sailpoint IdentityIQ.

· Regularly review and update role definitions to reflect changes in organizational role and responsibilities same to sync with sailpoint.

· Maintain Documentation of access governance policies, procedures and configurations with in sailpoint, make sure documents are up to date and accessible for auditing purposes.

· supporting Service Now ticketing tool for IAM activities.

Employer: IBM 

Position: Senior IAM Security Engineer

Duration: Sept’17 to Dec’19
· Recommends and participates in the design and implementation of standards, tools, and methodologies.

· User Life cycle management: Oversee the end-to-end user life-cycle, including Provisioning, deprovisioning, and access requests.

· Access certificate: administer access certification campaigns, ensuring that user access remains complaint and secure, and manage and maintain sailpoint identityIQ as a core component of the organization's IAM infrastructure.

· RBAC: designing and implement RBACK for effective access assignments and management.

· Roles and access management: Creating and managing roles assigning roles to users, managing access requests, and reviewing access certifications to ensure appropriate access levels are granted and maintained.

· Define and enforce policies to minimize security risks an protect sensitive data, also work to conduct security audits and assessments to ensure that sailpoint aligns with compliance requirements and security best practices.

· Reporting and Auditing: develop and enforce identity and access policies, ensuring that users have the appropriate level of access.

· Assigning default roles automatically assigning to user based on certain criteria or attributes, they serve as a baseline for user access.

· Setup and manage access certification campaigns to periodically review and validate user access rights, also work with business units to ensure that access certification conducted in a timely and accurate manner.

· Develop and implement process for responding to access-related security incidents, and investigate and remediation to any unauthorized or suspicious access activities.

· Design overall IAM architecture and solutions, evaluate and select appropriate IAM technologies, including CyberArk and SailPoint Modules.
· Discovery and inventory of privileged accounts: CyberArk can automatically discover and inventory all privileged accounts across as organization, Including accounts in on-Premises, and other sources.

· Centralized storage and management of privileged credentials: using CyberArk storing all privileged credentials in a secure vault, where they are encrypted and protected from unauthorized access.

· JIT-Just-in-Time Provisioning of privileged access: CyberArk Provision privileged access to users on a just – in-time basis, meaning that users only have access to the privileges they need for the task at hand.

· Session monitoring and recording-using CyberArk can monitor and record privileged user sessions, which can help to identify and investigate unauthorized activity.

· Compliance reporting- generating reports on privileged account usage, which can help organizations to comply with regulatory requirements in CyberArk.

· Repudiating privileged accounts vulnerabilities: this includes fixing vulnerabilities in privileged accounts, such as weak passwords or outdated software in CyberArk tool.

· Enforcing security policies relate to privileged access and ensuring compliance with industry regulations in CyberArk.

Employer: NTT DATA Global Delivery Services 

Position: Senior IDAM Security Engineer

Duration: Sept’14 to Sept’17
· Involved Requirement gathering & system design and architecture document for upgrading IDM environments (Dev/QA/Stage/PROD).

· Assist new application with SSO integration, including configuring secure proxy server configuration.

· Involved in Privileged Authentication Administration activities, authentication policy administrator User Administration.

· Azure AD identity Management, Configure Azure AD SSO using Modern auth protocols-SAML,OAUTH, OIDC, Manage Azure AD permissions, Manage Forest/Domain/OU/User Object management 2.

· Hands on experience in Conditional Access policies, Identity protection and Configuring B2B policies and B2C tenant, Configuring Hybrid Domain Join policies

· Experience includes design and implementation of Single Sign-On with SAML 2.0 and configuring identity provider and Service Provider.

· Involved in Deployment/Administration of Azure AD Connect Tool, Configuring Synchronization Rules, Troubleshoot Synchronization Issues, Configuring Identity Governance policies, Configuring MFA.

· Involved in Azure AD App proxy, experience on MFA, creating Conditional Access policies, experience on DNS, DHCP SMTP 4.

· supporting Service Now ticketing tool for IAM activities.

· Choosing other Azure resources and managing public and private IP addresses for your virtual machines.

· Ensure all legal and regulatory documents filed and monitor compliance with laws and regulations.
Employer: TATA Consultancy Services.

Duration: May’11 to Sept ‘14

Tableau Developer (software Engineer)

Tools: Tableau

· Creating dashboard for higher management and created hyperlink dashboards

· Dashboard to calculate the server availability and to count the CR raised on weekly basis.

· Designing and Implementing Complex tableau solutions.

· Optimizing performance, collaborating with stakeholders to gather requirements.

· Creating data visualizations, ensuring data accuracy, and providing technical support.

· Also have good knowledge on ETL process, and advance analytic with in the tableau environment.
Education: 

· PGDBA (Post Graduation Diploma in Business Administration) from KSOU pass-out 2010. 

· PGDSD (Post Graduation Diploma in Software Development) from CIST, Mysore University pass-out 2008 .

· Master of Science (Information Technology) from KSOU, Mysore University pass-out 2010.

· Bachelor of Science from AVK College [Electronics (PME)] from Mysore University pass-out 2006.
