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PROFESSIONAL SUMMARY:

· Overall having 12 years of IT experience in which includes as DevOps Engineer, Automating, configuring, and deploying instances on Azure and AWS cloud environment, Identity & Access Management and implementing Continuous Integration and Continuous Deployment in runtime utilizing several tools like Jenkins, Ansible, Chef, Docker, VSTS, Git, Maven, and Kubernetes.
· Good experience with complete software development life cycle (SDLC) with different software development models like Agile, Waterfall models, Scrum Model, JIRA.
· Proven expertise in Automation, Build/Release Engineering and Software development involving cloud computing platforms like Microsoft Azure, Amazon Web Services (AWS).
· [bookmark: _Hlk172112912]Strong experience in developing Cloud VMs with AWS EC2 command-line clients and worked on services like RDS, SNS, SWF, EC2, S3, ECS, AWS Fargate, Cloud Front, Glacier, ELB (Load Balancers), and EBS.
· Experienced in writing Terraform modules for automation and creating VPC-VPN connections from data center to Prod environment and Cross account VPC Peering. And launching EC2 instances through Terraform.
· Experience working on Version Control Tools GIT, SVN and Azure Repo’s to track changes made by different people in source code involving concepts like Branching, Merging, and Tags.
· Experience with IT infrastructure monitoring tools like Nagios, CloudWatch, Splunk, Prometheus and Grafana.
· Created master and slave Configurations to implement multiple Parallel builds by installing Jenkins monitored software, hardware and middleware updates and utilizing plugins like ANT, MAVEN, GIT and Custom Plugins.
· Worked on integrating GIT, Bitbucket, TFS, SVN with Jenkins and scheduling jobs by using Poll SCM and integrating in code checkout processes.
· [bookmark: _Hlk172113030]Experienced in writing Terraform modules for automation and creating VPC-VPN connections from data center to Prod environment and Cross account VPC Peering. And launching EC2 instances through Terraform.
· Experience with Java 8 features such as Lambda Expressions for making inline function calls by using Functional Interfaces which makes code readable and concise.
· Efficient in writing Jenkins CI/CD pipelines to drive all Microservices builds and creating Groovy Scripts for setting up CI for new branches, build automation, plugin management and securing Jenkins.
· Experience and expertise in managing API Gateway services within the Azure and AWS cloud platform.
· Developed Python scripts to automate routine tasks, resulting in a 30% reduction in manual effort.
· Developed Python automation scripts to provision, configure, and scale cloud resources on AWS and Azure.
· Strong Experience in managing Various Cloud Infrastructure including Kubernetes and Docker. Implemented high scalability, high availability and zero downtime, dynamic failover Kubernetes Cluster in multi-region with state-of- the-art monitoring and reporting mechanism.
· Strong experience in developing VM’s, VNET, STORAGE ACCOUNT, AKS, NSG, KEY VALUT, Load balancer, Azure APIM and COSMOS DB, Azure Kubernetes (AKS), Express Route, Traffic Manager, Application Gateway, Auto Scaling.
· Developed and documented threat models for critical Azure resources, including VM's Webapp's, Databases, AKS, Storage account, Azure Functions.
· Implemented Security measures within the CI/CD pipeline, integrating security testing tools like SonarQube and Checkmarx to identify and address vulnerabilities early in the development process.
· Hands on experience in designing, administering, and supporting Azure environments including IaaS and PaaS.

· Good experience in Azure Networking, Azure Virtual Networks, Azure Network Security Groups (Firewalls), and general administration of Azure IaaS.
· Created Perl scripts for troubleshooting and debugging infrastructure and application issues, enhancing incident response and resolution times.
· [bookmark: _Hlk172112998][bookmark: _Hlk172112968]Experience in creating, configuring and maintaining CI/CD Pipelines using YAML in Azure DevOps and deploying containerized applications to AKS clusters.
· Experience in Deploying AKS clusters using YAML manifests to create many services like Pods, deployments, auto scaling, Load balancers, labels, Health checks, Name Spaces, ConfigMap and ingress resources.
· Strong experience in planning and executing migrations from on-premises data centers to using Azure Database Migration Service.
· Developed and implemented Azure-specific security policies and governance frameworks to ensure compliance with industry standards and regulations.
· Experience in Integrating Azure Databricks with CI/CD pipelines in Azure DevOps and implement end-to-end data pipelines automation.
· Securing the storage account keys and Database connection strings by configuring the Azure key vault.
· Experience in Provisioning Infrastructure in Azure and Aws using Terraform, PowerShell and ARM Template.
· [bookmark: _Hlk172113005]Implemented a robust DevSecOps strategy to ensure secure access to applications by seamlessly integrating OKTA (IAM) and Single Sign-On (SSO) functionality using Azure Active Directory (AD). Defined and enforced Role- Based Access Control (RBAC), Conditional Access Policies, and Multi-Factor Authentication (MFA) within the Azure AD environment to enhance the overall security posture.


TECHNICAL SKILLS:

	Scripting Languages
	Shell scripting, Perl scripting, PowerShell, Bash, SQL, and Python, Groovy

	Cloud Platform
	Azure Cloud (Azure Networking, Azure Virtual Networks, Azure Network Security Groups (Firewalls), Azure Web Apps, Functions, Blob Storage, Azure Active Directory, Application Gateway, APIM, Data Factory, Databricks), AWS (EC2, VPC, ELB, RDS, Route 53, ECS, EBS, Cloud formation, Docker, AWS
Config),

	Configuration Tools
	Chef, Puppet and Ansible

	Containerization Tools
	Docker, Kubernetes

	Programming Language
	Java, Spring Boot

	Build Tools
	Ant, Maven, MS Build, Gradle

	Monitoring Tools
	Azure Monitor, Log Analytics, AppInsights, Nagios, CloudWatch, Splunk,
Grafana, Jira, VSTS

	Ticketing Tool
	ServiceNow, JIRA

	Version Control Tools
	Azure Repo, GIT, SVN, TFS, BitBucket



	Automation Tools
	Azure DevOps and Jenkins/Hudson

	Virtualization Tools
	Docker, Kubernetes

	Cloud Security Tool
	Azure AD, IAM

	Web Technologies
	HTML, JavaScript, CSS

	IAC Tools
	Terraform, ARM Template

	Operating Systems
	Windows, Linux, Ubuntu, Unix

	Database’s
	MYSQL, Cosmos DB, RDS, Redshift, DynamoDB, MongoDB, PostgreSQL




Education Details: 
· Bachelor of Technology in Information Technology - Jawaharlal Nehru Technological University, Hyderabad, India, 2010.


PROFESSIONAL EXPERIENCE:

Project: AWS Cloud Formation and DevSecOps Implementation
Client: AON Health Services 
Duration: Nov 2022 to Present 
Role: Cloud DevOps Engineer 

Description: Designed and deployed applications using AWS stack, implemented serverless API solutions with AWS Lambda, and integrated Go-based applications into CI/CD pipelines ensuring high availability and fault tolerance. 

Responsibilities:

· Setup and build AWS infrastructure various resources, VPC EC2, S3, IAM, EBS, Security Group, Auto Scaling, and RDS in Cloud Formation JSON templates.
· Built and managed AWS infrastructure (VPC, EC2, S3, IAM, EBS, Auto Scaling, RDS) using CloudFormation.
· Implemented high availability and fault tolerance for Red Hat systems with Auto Scaling and ELB.
· Configured and networked VPCs, deployed AWS resources via CloudFormation.
· Integrated DevSecOps into Jenkins for threat detection and risk assessment in CI/CD.
· Maintained GitHub Enterprise, assisted with SSO, security, and CI/CD efforts.
· Migrated from a Puppet stack to Terraform with Chef in AWS, built and executed CI stack.
· Conducted POC on continuous deployment with Jenkins and Kubernetes.
· Set up Jenkins Master/Slaves for CI/CD, monitored system health with Splunk, CloudWatch, New Relic, etc.
· Designed and deployed applications using AWS stack (EC2, S3, RDS, Route53, Lambda, API Gateway) with high availability and scalability.
· Developed automated CI/CD workflows in AWS with Python, integrating Jenkins, AWS CodePipeline, and GitLab CI to optimize deployment processes and improve feedback speed.
· Automated AWS infrastructure provisioning using Python and Boto3, creating EC2 instances, managing security groups, and S3 buckets.
· Developed AWS Lambda functions with Python to optimize cost and scalability for variable workload applications.
· Managed complex networks (LAN, WAN, VPN) and implemented security measures (firewalls, encryption, IDS).
· Supported Apache on Linux servers, managed packages via RPM and YUM.
Kubernetes:
· Containerization and Deployment:
· Containerized Java applications with Docker and deployed to Amazon EKS, creating Docker files, Kubernetes Pod definitions, and managing deployments.
· Conducted POC for continuous deployment pipeline with Jenkins on Kubernetes, showcasing the benefits of Kubernetes-based deployments.
· Infrastructure Automation:
· Set up Jenkins Master and multiple slaves for CI, enabling parallel builds and improving deployment efficiency.
Terraform:
· CI/CD Stack Migration:
· Migrated from a Puppet-based stack in a colocation data center to a Terraform-Chef stack in AWS, creating Terraform modules to provision and configure resources.
· AWS Infrastructure Provisioning:
· Automated AWS infrastructure setup (VPC, EC2, S3, IAM, etc.) using Terraform and CloudFormation.
· Integrated Perl scripts with Terraform to automate server provisioning and configuration, reducing manual efforts.

Environment: AWS, VSTS, EC2, S3, VPC, Logic Server, Load Balancer, Application Gateway, Docker, Kubernetes, Jenkins, S3, Kibana, Terraform, Ansible, Maven, Git-Hub, Splunk, Linux, Windows, JIRA, Red Shift. 

Project: AWS Cloud Administration and Jenkins CI/CD Integration 
Client: AT&T
Duration: Jan 2022 to Oct 2022
Role: AWS DevOps Engineer 

Description: Managed EC2 instances and automated server provisioning and configuration in AWS, utilized Kubernetes for deploying Docker containers, and integrated Jenkins CI/CD pipeline jobs for end-to-end automation.

Responsibilities:

· Created and managed Amazon EC2 instances, troubleshooting, monitoring, and ensuring network security.
· Deployed and managed Docker containers with Kubernetes and integrated Jenkins CI/CD for automation.
· Supported AWS cloud instances (Linux/Windows), using Elastic IP, Security Groups, and VPCs.
· Configured AWS services (EC2, S3, ELB, IAM, Security Groups) in public and private subnets.
· Enhanced IaC with Go scripts for provisioning and configuration.
· Managed network security using load balancers, Auto Scaling, Security Groups, and NACL.
· Automated backups to S3 via AWS CLI and created nightly AMIs for production servers.
· Set up and configured Puppet and Chef for automated deployment and infrastructure management.
· Deployed and managed Docker containers in Kubernetes using Pods and Clusters.
· Automated builds with Ant and Maven, integrating with Jenkins to output RPM packages.
· Configured Jenkins for parallel builds and end-to-end CI/CD pipeline automation.
· Managed GIT repositories, branching strategies, and installed Nexus Repository Manager for artifact management.
· Scheduled backups and cron jobs, logging system and network events for maintenance.
· Delivered environment mapping in AWS with Active Directory, LDAP, and IAM roles.
· Executed microservices with AWS EC2 Docker/Kubernetes for code building and packaging.
· Container Management:
· Deployed and managed Docker containers with Kubernetes, ensuring high availability and scalability through Pods, Deployments, and Services.
· Integrated Jenkins CI/CD pipelines for automated testing, building, and deployment to Kubernetes clusters.
· Infrastructure as Code (IaC):
· Enhanced IaC by incorporating Go scripts for automating and configuring Kubernetes resources, improving deployment automation and reliability.
· Provisioning and Configuration:
· Automated AWS infrastructure provisioning using Terraform, managing EC2, VPCs, S3, IAM, and security groups.
· Transitioned to Infrastructure as Code with Terraform, enabling version-controlled and reproducible deployments.
Environment: AWS, EC2, S3, IAM, Jenkins, OpenShift, Puppet, Docker, Kubernetes, Kafka, Python, Ruby, Linux, UNIX, Cassandra, Apache Tomcat, Git, Jenkins


Project: AWS Cloud Administration and Monitoring 
Client: Novartis 
Duration: Oct 2020 to Jan 2022
Role: AWS Engineer 


Description: Performed AWS Cloud administration managing EC2 instances, S3, SES, and SNS services, implemented monitoring and alerting using AWS Cloud Watch, and utilized Cloud Watch and Logic Monitor to monitor resources.

Responsibilities: 
· Managed AWS Cloud services, including EC2, S3, SES, and SNS, with network security using load balancers, Auto Scaling, and security groups.
· Created and secured S3 buckets, enabled versioning, and implemented monitoring with AWS CloudWatch.
· Monitored air-gap systems for security incidents and supported migration from CVS to SVN, managing source code.
· Provided technical support and troubleshooting for air-gap systems.
· Utilized CloudWatch and Logic Monitor for resource monitoring and CI/CD system configuration with Jenkins, including building and testing tasks.
· Led a DevOps team to implement Jenkins CI/CD pipelines, Docker, and Kubernetes for microservices deployment.
· Developed Golang microservices for a trading platform and used AWS CodeDeploy for deployments.
· Managed OpenShift projects, created and scaled Kubernetes Pods, and supported RedHat/CentOS administration.
· Implemented CI/CD for web applications with Azure DevOps and supported RedHat Satellite and Puppet.
· Configured Jenkins, developed monitoring plugins with Ruby, and created scalable service discovery with Consul.
· Automated infrastructure management with Terraform and Ansible, including writing Terraform templates, Ansible roles, and playbooks.
· Microservices Deployment:
· Used Jenkins pipelines to build microservices, push Docker images to the registry, and deploy to Kubernetes, managing the lifecycle of microservices.
· Configured Kubernetes clusters for high availability, including scaling policies, health checks, and resource monitoring.
· Pod Management:
· Created and managed Kubernetes Pods, ensuring effective deployment, scaling, and maintenance, including troubleshooting via SSH and log analysis. 
· Infrastructure Automation:
· Automated AWS infrastructure management with Terraform, creating reusable modules for EC2, RDS, S3, and VPC.
· Developed Terraform templates for consistent and repeatable application deployments across multiple environments.
· Configuration Management:
· Combined Terraform and Ansible for scalable application deployment and infrastructure provisioning.
ENVIRONMENT: AWS, Azure, EC2, ECS, SNS, SES, Web Servers, Jenkins, Chef, Ansible, Terraform, VMware, Solaris 9/10/11, RedHat, OpenShift, Linux, Java, Maven, Docker, MySQL, Apache Kubernetes, Cucumber, Splunk

Project: Azure Cloud Services Automation
Client: GSK 
Duration: Jan 2016 to Oct 2020 
Role: Azure DevOps Engineer 

Description: Automated and orchestrated cloud services on Azure, designed and implemented Azure Data Bricks, and configured policies through Azure Security Center.

Responsibilities:

· Automated and orchestrated Azure cloud services, including storage, databases, and networking, using ARM templates and terraform.
· Designed and implemented Azure Data Bricks, integrated security policies, and conducted threat modeling assessments.
· Automated tasks and deployments with shell scripts and Python, integrated unit tests into CI/CD pipelines.
· Managed Azure Containers, Kubernetes Services, and dynamic scaling with Rancher and Azure DevOps.
· Deployed .NET applications in Azure Kubernetes Services and configured Azure AD Connect and MFA.
· Created and managed Azure Automation Assets, configured SQL DB replication, and used Ansible for provisioning.
· Optimized resource scaling and cost with shell scripts, and collaborated on production changes with cross-functional teams.
· Implemented Docker for microservice builds and managed complex networking environments.
· Configured Jenkins for CI/CD, and maintained Apache on Linux servers, including package management and security measures.
Kubernetes:
· Solution Design and Implementation:
· Provided solutions for Azure Container Instances and AKS, designing scalable and secure containerized applications.
· Implemented dynamic scaling and load balancing with Rancher and Azure DevOps for efficient handling of variable loads.
· CI/CD Integration:
· Developed CI/CD pipelines in Azure DevOps for deploying .NET applications to AKS, using YAML for Pods, deployments, auto-scaling, and load balancing.
· Integrated security controls into pipelines to enhance application security and compliance.
Terraform:
· Infrastructure Deployment:
· Automated server infrastructure deployment with ARM templates and terraform, including virtual networks, storage accounts, and AKS clusters.
· Conducted threat modeling assessments and integrated findings into deployment processes for enhanced security and compliance.
· Policy Configuration:
· Designed and implemented security policies using Azure Security Center and Terraform to ensure compliance with organizational standards.
Environment: Azure Active Directory, Azure WebApps, Azure Storage Services (Storage, Data Lake Store, Backup), Azure Site Recovery, VSTS, Docker, Kubernetes, Jenkins, Tomcat/WebLogic Application Server, Terraform, Ansible, Maven, GitHub, Splunk, Linux, Windows



Prior experience:  Worked as SharePoint developer and administrator. 
                               WinWire Technologies, Hyderabad, India (Feb 2014 – Dec 2015)
                               Gss Infotech, Hyderabad, India (Sep 2012 – Feb 2014)
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