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	Professional Summary - 


· Over 17 years of strong experience in SAP Security Administration with emphasis on design, implementation, troubleshooting and day-to-day support for S/4, ECC, BW & HR systems with strong development, configuration, project management, communication, and interpersonal skills.
· Extensive experience in all aspects of SAP HANA Security Admin – including implementation, design and providing production support on various SAP R/3 platforms including ECC 6.0.ECC 5.0, Enterprise 4.7, 4.6C, 4.5B and on various SAP modules like PP, SD, FI/CO, WM, MM etc.

· Extensive knowledge of all aspects of SAP Security and Authorizations– User Administration and management, Role design, Generating Reports, Access Review, TMS, Monitoring, User Tracing, Troubleshooting, Auditing. Extensive knowledge of Unix Shell Scripting.
· Extensively worked in the Automatic Profile Generator (PFCG) to carry on role maintenance jobs. Using PFCG, managed roles-derived single/composite roles, authorization objects/fields.
· Mapped composite roles to the end user positions and created derived roles for various business units. Experience in working with GRC, VIRSA, Security Weaver, APPROVA tools.
· Implemented SAP HR Security using position-based concepts. Experience in using VIRSA Risk Assessment Tool, VIRSA Role Management Tool and VIRSA FF Tool.
· Experience with password maintenance for special users in R/3 system like, SAP*, DDIC. Experience in BW Security and Worked on Info cube and Query based authorizations.

· Worked in several SAP products like BW, CRM, SCM, APO and EP. Experience with various auditing procedures implemented across the industry including practical experience with SOX.
· Created users and assigned them appropriate roles in these systems and worked on tickets related to user issues in these systems. Also created roles in BW as per the Business requirement.
· Proficient in troubleshooting & handling user issues by using SU53, tracing and User Information System. Experience with CATT scripts for mass user maintenance and roll assignments.
· Strong expertise in designing and implementing role-based security, based on Segregation of Duties (SOD) according to Sarbanes-Oxley (SOX) compliance.
	Technical Skills


SAP:
SAP S/4 HANA Cloud (On-Premise), Fiori, ECC 6.0, ECC 5.0, R/3 4.7/4.6C/4.6B/4.5B/4.0; SCM-APO 4.0/3.0; NetWeaver 2004s/2004; BW/BI 7.0/3.5/3.1/3.0B; XI/PI 7.1/3.0/2.0; EP 7.0/6.0/5.0; CRM 7.0/4.0; SRM 7.0/4.0; Solman 7/4.0/3.2; GRC 12.0, 10.1,10.0, 5.1, 5.0.                                    
Databases:
HANA HDB, Oracle Database 11,10g, 9i, 8i, DB2, SQL Server. 

Operating Systems:
Windows 2003/2000/ 98 / 95 / NT 4, HP-UX, AIX, Linux, Sun Solaris.
Languages:
ABAP, C, C++, Java, HTML, ASP, ASP.net, Visual Basic, JavaScript, Perl, Shell Scripting, Awk, sed, Servlets, JSP, COBOL.
Networking: 

TCP/IP, RIP, EIGRP, IPX/SPX, Ethernet, Cisco Router 2600.
	Educational Background 


· Master of Science in Computer Science and Engineering, University of Bridgeport, CT, USA.        
· Bachelor of Technology in Computer Science and Engineering, JNTU, India.
	Professional Experience 


Ford Motor Company, Dearborn, MI                                                       July 2022- Till Date                                                                                           
SAP S/4 HANA Security/GRC Analyst

Ford Motor Company is an American multinational automobile manufacturer who sells automobiles and commercial vehicles under the Ford brand. Ford is the second-largest U.S.-based automaker and the fifth largest in the world.
Responsibilities:

· Worked on analyzing the security impact by upgrading from S/4 HANA 2018 to S/4 HANA 2021 version and provided the end-to-end support for the entire migration from security/GRC 12.0 perspective by analyzing GRC ruleset impact with the upgrade.
· Created the BRF+ rules to auto provision the user access requests which has Low & Medium risks. High & Critical will be sent to Compliance (Internal Audit) team for additional approval. Performed SOD risks Analysis at Roles & User level.
· Configured GRC AC Emergency Access Management (EAM), Access Risk Analysis (ARA), Access Request Management (ARM) components. Configured MSMP Workflows for EAM log review, ARM and UAR. 
· Designed roles for Fiori apps by adding catalogs and groups to S/4 HANA roles Configured GRC to query User IDs real time from LDAP to GRC User search. Studied and Corrected the Role structures as a part of Pre/Post‐upgrade process.
· Designed BRF plus initiator/agent Rules to enable workflow usage as an add-on to the existing design. This BRF plus logic was setup to support multiple levels of approvals driven by request types and conditions contained within the request
· Created and Restricted Org and Non-org authorization values in Master and Derived roles using Profile Generator. Re- evaluated the SAP role design for any excessive access and large number for segregation of duty (SOD) conflicts.
· Configured MSMP workflows for different user provisioning scenarios i.e., New, Change, Lock and Unlock user accounts. Created complex BRF plus rules and workflows to meet the user management scenarios.

· Performed SU25 Steps 2b,2c,2d and adjusted roles. Backed up the contents of USOBX_C and USOBT_C, AGR* and USR* tables for disaster recovery.
· Worked with process experts & head of departments for SOD conflicts and assigned appropriate roles to the users based on the outcome of discussions upon approvals.

· Experienced in Coordination with Audit team for SAP Security Audit and generated Audit Information Systems logs as per Audit team requirement.
· Created/Modified User IDs in Enterprise Portals and connected to Backend SAP Systems, Assigned Roles to Users. Extensively supported Enterprise Portal security.
· Identified the necessary object privileges/system privileges/package privileges/SQL Privileges required for each user (Developer/functional/Business Users etc.) and added them to the roles/user profile. Reviewed release notes related to authorizations.

· Project Contribution worked with the functional area owners to gather security requirements and ensured delivery of SAP EWM Security Roles.
Environment: SAP S/4 HANA 2021(On-Premise), GRC AC 12.0, Fiori, EWM, Solution Manager 7.2, SAP NetWeaver, HDB 2.0, LINUX.

Oldcastle Building Envelope/CRL, Los Angeles CA                       October 2021- June 2022                                                                                           
SAP S/4 HANA GRC/Security Lead
OBE is the leading supplier of value-added, glazing-focused products and services. C.R. Laurence is the world leader, wholesale distributor and manufacture to the Glazing, Industrial, Construction, Architectural, Hardware and Automotive Industries.
Responsibilities:

· Performed full lifecycle Greenfield implementation/support of SAP S/4 HANA 2020 and GRC 12.0 Access Control encompassing design, build, test, cutover, go-live, hyper care activities pertaining to security implementation.
· Experienced in Studying and Analyzing Organization structure and defining Job matrix, roles and responsibilities, Transport Management, Security Audit, and upgrade planning with strong problem-solving skills. Extensively worked on SU24.
· Strong Hand-on experience with implementing Security on following SAP modules; Fiori – Transactional & Analytical apps (i.e., based on HANA), S4HANA, SAP Haas, SAP GRC 12.0. Configured EAM, ARA & ARM.
· Worked as onsite lead and effectively coordinated with offshore for smooth deployment of project. Conducted meetings and working session workshops with different groups to discuss and gather the requirements for Role matrix.
· Designed and deployed custom programs in GRC to automate User's attributes (first, last names, email, and validity) based on real time data from SAP LDAP into SAP ABAP system and HANA DBs via GRC access request form.
· Developed detailed project plans, standard operating procedures, processes, and training documents. Worked closely with an offshore team of security analysts to support a major SAP implementation.
· Developed custom views in HANA DB to capture change documents for changes made to Security roles, privileges, and Users without providing access critical privileges. Designed roles for S/4 HANA(transactional & MDG) and Fiori Gateway systems
· Collaborate with other team members and business representatives to ensure that security settings meet the requirements of the business and align with the defined controls and standards. Creation and Modification of UMR for Project and End Users.
· Prepared presentations for Project Kickoff meetings, designed Blueprint by conducting workshop presentations during requirements gathering phase, and prepared GRC 12.0 & S/4 HANA Roles design documentation for Signoffs.
· Worked on SAP Check Indicator Defaults and Field values, reduced the scope of Authorization checks using SU24 & maintained check indicators for Tcodes.
· Analyzing Missing Authorizations and security support during Go-Live activities, Adding Authorization Objects Manually, User Master Reconciliation, Transporting Authorization Objects etc.
· Implemented Emergency Access Management for handling firefighter IDs, configured automatic workflows for managing emergency ID assignment and review of the firefighter logs, build firefighter IDs in remote systems.
Environment: SAP S/4 HANA Private Cloud 2020(On-Premise), GRC 12.0, Fiori, Solution Manager, Service Now, HDB 2.0, HP-UX.

Abbott, Maple Grove, MN                                                     February 2021-September 2021                                                                                           
SAP GRC S/4 HANA Cloud Security Analyst

Abbott Laboratories is an American multinational medical devices and health care company which creates breakthrough products in diagnostics, medical devices, nutrition and branded generic pharmaceuticals.
Responsibilities:

· Performed full lifecycle implementation/support of SAP S/4 HANA Private CLOUD(On-Premise) 2020 and GRC 12.0 Access Control encompassing design, build, test, cutover, go-live, hyper care activities pertaining to security implementation.
· Configured and maintained MSMP workflows & BRF+ and Access control components ARA, ARM, BRM, CUP, EAM, and managed SOD conflicts within SAP GRC AC 12.0. Configure GRC component Shared & Access Control specific settings.
· Designed and developed Security strategy, roadmap during Discovery and Planning sessions that include identifying key SAP systems, identity management, process, technology in conjunction with the latest S/4 HANA platform in determining the overall ‘To-be’ architecture of the security landscape.
· Worked on multiple Security Projects & Supported User Provisioning, Password Management, Privileged User Management, Generic Accounts, Role Maintenance, Authorizations, Audit Logging, User Data Encryption, Policies and Procedures.
· Implemented SAP GRC 12.0 UAR workflow to meet the compliance requirement for the external and internal auditors for digital traceability and replace the manual task of generating the UAR reducing the effort by up to 50%.
· Configured and supported SAP NetWeaver systems running BI/BW and HCM (Personnel administration and Payroll accounting, benefits, Compensation, Time Management, Travel, Payroll, personnel Development and Org Management modules).
· Designed and built S/4 HANA/FIORI security roles and authorizations for OTC (SD, MM, FI) and PTP (MM, FI) end to end business process, leveraging the latest S/4 HANA security transactions and authorizations for simplification and optimization.
· Upgraded from GRC 10.1 to GRC 12.0 & configured Fiori Apps for ARM approvals.
· Worked on S/4 HANA Fiori Security - Configurations of systems, transaction App, Analytical App and Factsheet App creation and maintenance.
· Developed a governance procedure & deployed BRM (Business Role Management) & ARA (Access Risk Analysis) to support SAP role management & compliance.

· Worked on Fiori Config to identify the areas where the inactive apps are generating frontend or backend auth issues and customized the catalogs to remove inactive apps.
· Evaluated existing GRC 10.1 application and determined their applicability in GRC 12.0 to prevent redundant development work and maximize new functionalities.
· Created custom roles in HANA DB for Developers, Modelers, DBA and Business End user Roles. Worked on System, Object, Analytic, Package and Application Privileges
Environment: SAP S/4 HANA Cloud 2020(On-Premise), GRC 12.0/10.1, Fiori, ECC 6.0, BW/HANA, CRM, SCM, HCM, GTS, PI, Solution Manager, SAP NetWeaver, HDB 2.0, ORACLE, LINUX.
Autodesk, San Rafael, CA                                                        September 2018-January 2021                                                                                           
SAP GRC S/4 HANA Fiori Security Analyst

Autodesk, Inc. is an American multinational software corporation that makes software for the architecture, engineering, construction, manufacturing, media, and entertainment industries. Autodesk is a leader in 3D design, engineering, and entertainment software.
Responsibilities:

· Extensive Hands-on Experience in designing and building the security for SAP S/4 HANA Private CLOUD(On-Premise), Fiori applications and integrating with GRC 12.0 Access Control with an enterprise-wide scope across multiple countries. 
· Implementation and Automation experience with GRC 12.0 CUP, RAR, ERM, SPM with an excellent understanding of Segregation of Duties and SAP Governance & Audit Compliance Standards.
· Architect the Fiori Landscape by providing solution design, setup authentication and security mechanism.  Configuration of Fiori Launchpad with catalogs, tiles, and groups. Building applications using SAPUI5 and OData services.

· Designed and configured/automated User Provisioning process in CUP. Changed rule set in GRC 12.0 for SOX audit tool SAP GRC for action and permission level SOD violations in roles for various business processes and functions.
· Implemented new SAP Fiori applications for Finance custom reports. It includes transactional and Analytical applications. Activated standard Fiori applications for Finance module. Configuration for Fiori Launchpad, catalog, tiles, and PFCG roles.
· Extensively worked on the Basis Security issues, logged in issues in service now helpdesk tickets, Defect Reports (DR) and Change Requests (CR).  Identified issues during GO-LIVE, provided solutions and got the changes thoroughly tested.
· Reviewed Segregation of Duties with emphasis on Transport management, financial authorizations, Basis& Security authorizations and Critical Authorization combinations.
· Upgraded SAP S/4 HANA from 1809 to 1909 and performed the assessment and impact from the security and GRC perspective.
· Experienced in providing many proven SAP best practices solutions for common SAP security support issues, GRC, SOX, HANA Cloud or other challenges. 
· Worked with SOX team to make updates to GRC rule set. Developed workflows in GRC. Integrated GRC with Active Directory. Deployed password self-service. 

· Configured and Generated SOD reports in GRC 12.0, before and after the S/4 HANA implementation project, for risk comparison.
· Collaborate with other team members and business representatives to ensure that security settings meet the requirements of business and align with the defined controls.
· Strong knowledge of designing of roles & authorizations and implementation of complex security framework and role matrix for SAP HANA Enterprise platform.

Environment: SAP S/4 HANA Cloud 1809/1909(On-Premise), GRC 12.0, Fiori, ECC 5.0, HYBRIS, SAP NetWeaver 7.5, HDB 2.0, LINUX.

CTS Corp, Lisle, IL                                                                         January 2018-August 2018                                                                                           
SAP GRC HANA Security Analyst

CTS Corporation is a leading designer and manufacturer of sensors, actuators and electronic components to OEMs in the aerospace, communications, defense, industrial, information technology, medical and transportation markets. 
Responsibilities:

· Extensive Hands on Experience in GRC 10.1 Implementation Automation experience with GRC CUP, RAR, ERM, SPM, SAP CUA (Central User Administration) integration SAP S4 HANA with an excellent understanding of Segregation of Duties and SAP Governance & Audit Compliance Standards.
· Provided technical expertise to SAP GRC 10.1 implementation (Access Control) with an enterprise-wide scope. Designed and deployed custom GRC reporting based on business requirements. 
· Designed and configured/automated User Provisioning process in CUP. Changed rule set in GRC 10.1 for SOX audit tool SAP GRC for action and permission level SOD violations in roles for various business processes and functions.
· Excellent knowledge in profile-based security, structural authorizations, Central User Administration, Computer Aided Test Tool (ECATT/SECATT), Segregation of Duties (SOD), SAP Governance Risk and Compliance. 
· Extensively worked on the Basis Security issues, logged in as Issue Track CTS Corp Helpdesk tickets, Defect Reports (DR) and Change Requests (CR).  Identified issues during GO-LIVE, provided solutions and got the changes thoroughly tested.
· Reviewed Segregation of Duties with emphasis on Transport management, financial authorizations, Basis& Security authorizations and Critical Authorization combinations.
·  Reviewed critical and sensitive authorizations, implementing improvements to meet audit requirements, made suggestion for security policies and standard/best practices.
· Worked with the SAP Security team and business process owners to identity Fire fighter controllers, administrators and Owners and mapped these in SAP GRC 10.
· Worked with business managers and role owners in changing SAP roles and ensuring appropriate workflows in GRC Compliant User Provisioning (CUP).

· Configured and Generated SOD reports in GRC 10.1, before and after the S/4 HANA implementation project, for risk comparison.
· Worked with Controller, Internal Audit and Security team in providing SAP Security design and solutions for all modules with SOD and SOX rules and regulations.
· Configured ARM - Access Role Management, SPM - Super User Priv. Management, and CUP - Compliant User Provisioning.

Environment: SAP S/4 HANA 1709, GRC 10.1, Fiori, SAP EHP 1 for SAP Solution Manager 7.0, XI 7.0(SAP NetWeaver AS ABAP 7.5), HDB, SYBASE, WINDOWS NT.

Tennant Company, Minneapolis, MN                                         August 2013 - January 2018                                                                                           
SAP GRC Security Analyst 
Tennant Company is a recognized leader in designing, manufacturing and marketing solutions that help create a cleaner, safer, healthier world. Tennant products include equipment used to maintain indoor and outdoor surfaces to help ensure superior cleaning. 

Responsibilities:

· Extensive and Hands on Experience in GRC 10.0 Implementation, Automation, upgrade experience with GRC CUP, RAR, ERM, SPM, SAP CUA (Central User Administration) integration with SAP ECC 6.0 with an excellent understanding of Segregation of Duties and SAP Governance & Audit Compliance Standards.
· Provided technical expertise to SAP GRC 10.0 implementation (Access Controls and Process Controls) with an enterprise-wide scope. Designed and deployed custom GRC reporting based on business requirements. 
· Designed and configured/automated User Provisioning process in CUP. Created and uploaded custom rule set in GRC 10 for SOX audit tool SAP GRC for action and permission level SOD violations in roles for various business processes and functions.
· Excellent knowledge in profile-based security, structural authorizations, Central User Administration, Computer Aided Test Tool (ECATT/SECATT), Segregation of Duties (SOD), SAP Governance Risk and Compliance. 
· Extensively worked on the Basis Security issues, logged in as Connectwise tickets, Defect Reports (DR) and Change Requests (CR).  Identified issues during GO-LIVE, provided solutions and got the changes thoroughly tested and signed off.
· Involved in designing BI security by using the latest BI Security techniques, including Analysis Authorizations, for various user groups.
· Reviewed Segregation of Duties with emphasis on Transport management, financial authorizations, Basis& Security authorizations and Critical Authorization combinations.
·  Reviewed critical and sensitive authorizations, implementing improvements to meet audit requirements, made suggestion for security policies and standard/best practices.
· Worked with the SAP Security team and business process owners to identity Fire fighter controllers, administrators and Owners and mapped these in SAP GRC 10.
· Worked with business managers and role owners in changing SAP roles and ensuring appropriate workflows in GRC Compliant User Provisioning (CUP).

· Configured and Generated SOD reports in GRC 10, before and after the ECC upgrade project, for risk comparison.
· Worked with Controller, Internal Audit and Security team in providing SAP Security design and solutions for all modules with SOD and SOX rules and regulations.
· Configured RAR - Risk Analysis & Remediation, RM - Access Role Management, SPM - Super User Priv. Management, and CUP - Compliant User Provisioning.

Environment: SAP ECC 6.0, GRC 10.0(Patch 11), SAP BI 7.0(SAP EHP 2 for SAP NetWeaver 7.0), CRM 7.0, SAP EHP 1 for SAP Solution Manager 7.0, XI 7.0(SAP NetWeaver AS ABAP 7.31), Oracle 11.2, HP-UX.

Air Products, Allentown, PA                                                             February2013- July 2013                                                                                           
SAP Security Administrator 
Air Products are the world’s largest supplier of hydrogen and helium and have built leading global supply positions in growth markets such as semiconductor materials, refinery hydrogen, coal gasification, natural gas liquefaction, and advanced coatings and adhesives. 
Responsibilities:

· Worked on documenting and Maintaining security policies and procedures for all SAP authorizations, profiles and roles on SAP NetWeaver 7.0, HR/HCM, CRM7.0, ECC 6.0BI7.0, PI7.0, SCM7.0, EP7.0 and GRC10.
· Evaluated, designed, created & deployed BW security for various info cubes, info areas and workbooks. Implemented a role strategy of Menu Roles, Authorization Roles and custom authorization objects, to secure queries for end user and power user reporting, using the Bex Browser and the Bex Analyzer. 
· Automated SAP Basis Security batch processes to create Audit reports periodically, consolidate user role assignments and Reconcile User Master data across various backend systems.
· Preventing the introduction of SOX violations through the use of the Virsa/SAP GRC Access Control compliance package, including SOD reporting, Firefighter, and Compliance Calibrator.
· Configuration and maintain the CUA, creating and distributing Distribution model in central and child system, creating and generating the partner profiles in central and child system. Troubleshooting CUA. 
· Worked on CATT and SECATT scripts for mass user creation and maintenance. Troubleshoot user roles, security objects and authorizations to resolve SOD conflicts using transactions SUIM, SU53, ST01.
· Involved in VRAT (Compliance Calibrator) & VFAT (Role Expert) program designing and testing. Installation and Configuration of SAP GRC 10.0 Components including Compliance Calibrator, Access Enforcer, Role Expert and Fire Fighter. 
· Impact analysis on existing SAP CRM prod security design to determine most efficient integration of incoming security requirements to the existing production system.
·  Supported in implementation and configuration of SAP CRM module and GRC. Analysis & Remediation of SOD violations against the various risk in SAP GRC.
· Worked on SAP Check Indicator Defaults and field values and reduce the scope of authorization check using transaction SU24 and maintained check indicators for tcodes.
· Worked with Business Manager and Internal Audit and Security teams in designing and developing GRC compliant composite and single roles for the client.
· Effectively analyzed trace files and tracked missing authorization for user's access problems and inserted missing authorizations manually. 
· Utilized GRC Compliance Calibrator in identifying Segregation of Duty (SOD) conflicts as defined by Internal and External controls.

Environment: SAP CRM 7.0, GRC 10, SRM 7.0, ECC 6.0, SAP NetWeaver 7.0, SCM 7.0, APO, MaxDB/live Cache 7.7, SAP BI 7.0, Solman 7.0, MS SQL 10.5, Windows NT.
REI, Kent, WA        
          

                                           November2011-January2013                                              
SAP Security Administrator 
REI has been a trusted retailer of outdoor gear and is now the nation's largest consumer co-op, continuing to return the majority of profits to their members through annual member refunds. REI has been committed to help people enjoy the great outdoors to the fullest.
Responsibilities:

· User Administration, including creating and managing Users, User Authorizations, Role and Profile generation and maintenance. Production support which involved solving day-to-day user problems and troubleshooting.
· Performed full analysis of client’s existing security solution, documented and implemented detailed remediation steps. Created new roles for ECC systems: FI, CO, HR, MM, PP, QM, and SD modules, based on concepts of task and position roles.
· Developed and maintained roles and performed user administration for ECC, Solution Manager, BI, GTS, PI, and SCM development systems. Performed gap analysis, conducted risk assessments, managed issues, designed and documented procedures.
· User Access Provisioning Management using CUA. Updating transactions via SU24 (managing authorization objects). Responsible for all the sensitive Financial Transactions from building of roles to documentation for audit.
· Worked with business teams to analyze SOD issues on R/3 Enterprise environment by removing the conflicting TCODES / Authorizations. Configured and managed Central User Administration (CUA) environment.
· Analyzed and classified SAP Users for SAP Licensing issue using USMM and SU01. Performed License Management activities using SLAW performed on a monthly basis. Set up security for EP on NetWeaver, Solution Manager and ERP systems.
· Collaborate with auditors and business process owners for Security audits, and Business Management to communicate violations, risks and mitigation recommendations.
· Responsible for gathering and continually improving cross-functional business area knowledge to generate effective security controls.
· Performed License Administration analysis, implementation and submission to SAP. Analyzed and replaced existing roles with new roles matching business needs.
· Effectively analyzed trace files and tracked missing authorization for user’s access problems and inserted missing authorizations manually.
· Translated functional requirements into technical design for SAP security roles. Generated Audit Information Systems (AIS) logs (SM19, SM20, SM18).
· Carried out extensive work on the role redesign. Roles for the technical teams Basis, Security, Configuration, Auditors and the process integration team.
· Developed methodology and programs for continuous reconciliation of End User Database and R/3 system. Security configuration to reflect best practices.
· Overhauled existing SAP Authorization procedures. Fully documented security landscape, procedures, and notes for turn-over to client.
Environment: SAP PI 7.0, ECC 6.0, SAP NetWeaver 04’s, SCM 7.0, SAP BI 7.0, Solution Manager 7.0, Oracle 11g, Sun Solaris, EP 7.0.
PepsiCo, Chicago, IL    
                                                                 June2011-October2011                                                
SAP Security Administrator 
PepsiCo is a world leader in convenient snacks, foods and beverages with revenues of more than $60 billion and over 285,000 employees. PepsiCo is named to the 'Best Companies for Multi-Cultural Women' list by Working Mother magazine.
Responsibilities:
· Defined and implemented entire security strategy during the installation of ECC 6.0(dual stack), PI 7.0, BI 7.0, CRM 7.0 for International PepsiCo ONE UP project for worldwide PepsiCo locations (Ireland, Australia, China).
· Performed trouble shooting on R/3 security problems by using system 
traces. Configured and managed Central User Administration (CUA) environment. Performed SAP License Administration analysis, implementation, submission to SAP.
· Created new roles for ECC 6 systems: FI, CO, TE, HR, MM, PP, QM, and SD modules, based on concepts of task roles and position roles. Designed security solution for FI (AR, AP, SD, FA), CO, FM, MM, QM, PM, PS, HR modules.
· Performed full analysis of client’s existing security solution, documented, implemented detailed remediation steps. Overhauled existing SAP Authorization procedures.

· Developed Security design, configuration, and support for ECC, XI, BI/BW, and Solution Manager landscapes. Periodical checking daily firefighter ID logs.
· Maintaining company approved audit standards for SAP Application security, resolved BW, SD, FICO security related issues.

· Within BW/BI done Authorization trace through t-codes RSSMTRACE, RSSMQ, RSUDO, RSSM analysis and identifying Info Areas Info cube, and created custom authorization objects. 
· Set up security for Enterprise Portal on NetWeaver, Solman and ERP systems. Maintained transactions selection and authorization objects in activity groups.
· Created new roles for ECC 6 systems: FI, CO, TE, HR, MM, PP, QM, and SD modules, based on concepts of task roles and position roles.

· Completely designed and implemented methodology for controlling end user access to plants, fund centers, cost centers. Restrict table access through authorization groups.
· Performed full analysis of client’s existing security solution, documented and implemented detailed remediation steps.

· Effectively analyzed trace files and tracked missing authorization for user's access problems and inserted missing authorizations manually. 
· Performed trouble shooting on R/3 security problems by using system 
traces. Documented the procedure for all SAP tasks process and controls.
· Identifying potential SOD issues before assigning new roles to the user
Environment: SAP ECC 6.0, PI 7.1, SCM 7.0, APO 7.0, Net weaver 2004s, CRM 7.0, SRM7.0, Solution manager 7.0, EP 7.0, BI 7.0, Oracle 11g, HP-UX and Linux.
Gwinnett County Government, Lawrenceville, GA                              March2011-May2011                                                
SAP Security Administrator 
Gwinnett County Government is one of America's fastest-growing counties for the past 20 years. Gwinnett County Government prides itself on providing residents with outstanding services and infrastructure. Sage Group was the implementing partner for this upgrade project.
Responsibilities:
· Designed and implemented a security development strategy using client resources from definition of job roles through to development, testing and migration. Create a security structure by which all transactions can be controlled and monitored. Helped in writing and presenting the resulting report made to top management.

· Upgraded entire security for SAP R/3 4.7 Enterprise to SAP ECC 6.0 and CRM 4.0 to CRM 7.0 along with the Enterprise Portal 6.0 to EP 7.0.  Designed an efficient and effective security strategy for the company's future releases                  

· Performed trouble shooting on R/3 security problems by using system 
traces. Plan and execute transports. Experience in applying Support Packs and Upgrades for SAP modules. Performed the system refresh on a month to month basis.

· Analyzed and replaced existing roles with new roles accurately matching business needs. Responsible for all Security-related aspects of upgrade.
· Create and maintain user master records, create profiles by profile generator, convert
profiles to role, Edit authorization fields or special authorization. 
· Trace users’ activities to identify security issues. Configured security in client repository, transactions, database, sap router and operating systems. 
· Develops and maintains SAP authorization process design as well as related documentation by using SAP’s GRC Access Control modules.
· Giving fire call access and extending fire call access (VFAT), Periodical checking daily
firefighterIDlogs.
· Effectively analyzed trace files and tracked missing authorizations for user access problems and inserted missing authorizations manually.
·  Define and implement business controls and security strategies in SAP to ensure that companies comply with guidelines

· Maintaining company approved audit standards for SAP Application security, resolved BW, SD, FICO security related issues.

· Identifying potential SOD issues before assigning new roles to the user.

· Created new roles for ECC 6 systems: FI, CO, TE, HR, MM, PP, QM, and SD modules, based on concepts of task roles and position roles.

· Performed full analysis of client’s existing security solution, documented and implemented detailed remediation steps.
· Provided detailed documentation of SAP Security procedures to client

· Performed trouble shooting on R/3 security problems by using system 
traces. Documented the procedure for all SAP tasks process and controls.

Environment: SAP ECC 6.0, Net weaver 2004s, R/3 4.7, CRM 7.0, SRM 7.0, Solution manager 7.0, EP 7.0, BI 7.0, Oracle 10g, HP-UX and Windows 2003.

Corning, Hickory, NC    
                                                               June2009-February2011                                               
SAP Security Administrator 
Corning Incorporated is the world leader in specialty glass and ceramics. Corning creates and makes keystone components that enable high-technology systems for consumer electronics, mobile emissions control, telecommunications, and life sciences.

Responsibilities:
· Designed and implemented a security development strategy using client resources from definition of job roles through to development, testing and migration. Create a security structure by which all transactions can be controlled and monitored. Helped in writing and presenting the resulting report made to top management.

· Upgraded security for SAP R/3 4.6C to SAP ECC 6.0 (Unicode Conversion) and BW 3.5 to BI 7.0 along with the HR and GTS upgrade.  Designed an efficient and effective security strategy for the company's future releases                  

· Performed trouble shooting on R/3 security problems by using system 
traces. Plan and execute transports. Experience in applying Support Packs and Upgrades for SAP modules. Performed the system refresh on a month-to-month basis.

· Monitored and analyzed Performance Problems using Workload Monitor ST03, monitor the system hourly using ST02, STO3 and ST06 (OS User Administration, including creating and managing Users, User Authorizations, Role and Profile generation and maintenance.
· Work with profile generator (PFCG) in creating roles, profiles, composite roles, derived roles, and global roles.

· Maintaining company approved audit standards for SAP Application security, resolved BW, SD, FICO security related issues.

· Identifying potential SOD issues before assigning new roles to the user.

· Created new roles for ECC 6 systems: FI, CO, TE, HR, MM, PP, QM, and SD modules, based on concepts of task roles and position roles.

· SAP Security management Resolving security issues using PFCG.

· Performed full analysis of client’s existing security solution, documented, and implemented detailed remediation steps.

· Performed transports and resolved TMS related problems (STMS, SE09, SE10, SE01, and SE03).
· Performed trouble shooting on R/3 security problems by using system 
traces. Documented the procedure for all SAP tasks process and controls.

· Scheduled jobs in background to cleanup spool request, dumps. Worked with functional team leads to define the new transactions.

Environment: SAP ECC 6.0, NetWeaver 7.0, R/3 4.6C, SCM 4.0, BW 3.5, GTS, Oracle 10g, Linux and Windows 2003.

Saint-Gobain (Certain Teed Co), Wayne, PA    
                       November2007-April 2009                                             
SAP Security Administrator 
Certain Teed has supplied excellence in its quality exterior and interior building products. Certain Teed Roofing is a leading manufacturer of low-slope and steep-slope roofing products for commercial, industrial, institutional and residential roofing and waterproofing applications. 
Responsibilities:
· Demonstrated competency in SAP Security Concepts, including role design and build security around customization of code. Excellent skills on the basic security transactions like PFCG, SUIM, SU01, SU24, ST01 and SE16.
· Experience in designing and delivering SAP security roles in line with segregation of duties and user administration and implementing a business solution to fit the needs.

· Proficiency in SAP security Profile Generator and maintaining SU24 (default values for objects). Troubleshooting (SU53 and ST01). User Administration and maintenance. Creation of monthly audit reporter (SUIM). Ability to perform complex task audits.
· Demonstrated competency in SAP Security Concepts, including role design and build security around customization of code. SAP Security Basics, SAP Authorization Concept, Roles/Activity Groups, User Administration.
· Worked along with the functional teams to set and resolve the authorization object level data and problems in various modules (FI/CO, MM, and PS).
· Used VIRSA Compliance Calibrator tool to uncover any existing Segregation of duties (SOD) issues to the lowest security levels such as t-codes and auth objects.

· Building Composite Roles and Simple Roles using the transaction codes and implementing these Roles for the client organizational levels.

· Part of the VIRSA project team and installed through the landscape and helped the ISO configure the tool. Experience with SAP organizational Structures and structural authorizations. Maintaining full documentation of all security processes.
· Generating access review reports and security reports using the transaction SUIM for user access, roles, profiles and authorizations, lock/unlock user in client etc

· Using PFCG, managed roles - derived single/composite roles, authorization objects/fields. Day to day technical support and resolution of security of security issues.
· Worked on BW user administration and created roles in BW as per the Business requirements. Worked on documenting roles and update database history of roles
· Providing technical support to functional areas, configurations, and developers. Ability to troubleshoot SAP security errors.
· Virsa Tool Suite implementation and maintenance and configuration. Experience with the complexities of cross-functional issue identification, prioritization, and resolution.
· Apply OSS notes for security and for all areas. Configure and implement the Security Audit Log and run the daily User cleanup Jobs. 
· Virsa Tool Suite implementation and maintenance and configuration. Good understanding on security methodologies and design.
· Locking and unlocking users and maintaining their profiles.

Environment: SAP ECC 5.0, Net Weaver 04’s, SAP GRC / Virsa (Compliance Calibrator, Access enforcer, Risk Terminator and Firefighter), EP 7.0, SCM 4.0, PI 7.0, BI 7.0, CRM 4.0, SRM 4.0, Oracle 11i, Sun Solaris 9.0, APO.
Jones Apparel Group, Bristol, PA        
                           September2007-November2007                                                
SAP Security Analyst 
JAG is a leader in the apparel and footwear industry. Jones designs and markets a broad array of products, including sportswear, jeans wear, suits, dresses, menswear, shoes and accessories. 
Responsibilities:
· Responsible for SAP User Administration and assigning roles to the new users for R/3, BW and Portal in a large environment. 

· Handled remedy tickets for assisting users with access problems, locked users, resetting passwords, role modifications, creating OSS ID, opening the systems for SAP, creating developer keys, object keys etc. and other day to day problems.
· Work with Business owners to help them understand what SAP authorizations and roles are needed for the users in that department. Reviewed and corrected sensitive authorizations, including creation and assignment of custom authorization groups for sensitive tables, implement improvements to meet audit requirements.
· Worked along with the functional teams to set and resolve the authorization object level data and problems in various modules (FI/CO, MM, PS)
· Generating access review reports and security reports using the transaction SUIM for user access, roles, profiles and authorizations, lock/unlock user in client etc

· Using PFCG, managed roles - derived single/composite roles, authorization objects/fields. Day to day technical support and resolution of security of security issues.
· Worked on BW user administration and created roles in BW as per the Business requirements. Worked on documenting roles and update database history of roles
· Worked on SAP Enterprise Portal- creating users on an LDAP server and assigning appropriate user groups for his portal interface.

· Exported reports to Excel Sheets from SUIM to provide business with detailed list of users in their department. Provided on Call support on a rotational basis.
· Troubleshooting authorization problems by analyzing user trace and authority check.

· Used SU24 to maintain authorization objects related to the transaction codes.

Environment: SAP R/3 4.7, NetWeaver 04’s, EP 7.0, SCM 4.0, PI 7.0, BI 7.0, CRM 4.0,         SRM 4.0, Solution Manager     4.0, Oracle 10g, HP-UX, and APO.
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