Syed

	Shoeb Hussain
	Phone: (312) 884-1578


	Shoeb Hussain
	Phone: (312) 884-1578



Summary

I am a seasoned IT professional with over 12+ years of comprehensive experience, complemented by 6 years specifically dedicated to cybersecurity. As a Certified Ethical Hacker and AWS Certified Security – Specialty professional, I have developed expertise in information security, covering areas such as vulnerability assessment, vulnerability management, incident response, network security, penetration testing, cryptography, firewall configuration, and cloud security. I have a proven track record of securing complex networks, Firewalls, identifying vulnerabilities, and implementing effective risk mitigation strategies. Additionally, my skills extend to threat management, Multi-Factor Authentication (MFA), Two-Factor Authentication (2FA), EDR (Endpoint Detection and Response), Data Loss Prevention (DLP), and Single Sign-On (SSO). In tandem with my cybersecurity proficiency.

I bring over a decade of experience in data warehousing, data analysis, Tableau, and SQL. Throughout my career, I have excelled in delivering valuable insights through data-driven decision-making. My expertise includes designing and implementing ETL processes, creating data models for enterprise-level systems, and optimizing data flows for efficiency. I possess a keen ability to create interactive dashboards using Tableau, presenting complex data in an easily understandable manner. My dedication to leveraging data to drive business objectives underscores my commitment to data-driven strategies, making it a cornerstone of my approach to problem-solving.

Education

Master of Science in software Engineering– 2009
GPA – 3.82/4.00

Bachelor of Engineering - 2007
GPA – 3.40/4.00

Certification

Certified Ethical Hacker – EC Council
Credential ID – ECC1506234879

AWS CERTIFIED SECURITY - SPECIALTY – AWS

Credential ID – P1MXXHH2WEV11P3L

Microsoft certified – azure data fundamentals
Credential ID – 10AC87C24A376E22       
SAP Business object access control – sap
Credential ID – 0017145208
Technical Skills


· Threat management: Proficient in threat hunting, vulnerability assessment, and risk analysis using frameworks such as MITRE ATT&CK, NIST, CIS and ISO.

· Incident response: Skilled in responding to security incidents, SIEM, EDR (Endpoint Detection and Response) using CrowdStrike Falcon, conducting root cause analysis, and implementing corrective actions to prevent future incidents.

· Cryptography: Public Key Infrastructure (PKI), SSL/TLS, symmetric and asymmetric encryption, digital signatures, cryptographic protocols (e.g., SSH, IPsec), key management and distribution.

· Network security: Expertise in network security, firewall configuration, intrusion detection and prevention systems, and web application security. Experience with Network Security devices such as Firewalls, IDS/IPS, Palo Alto Next-Generation Firewall (NGFW), Checkpoint NGFW, and virtual private networks.

· Cloud security: Experience in securing AWS and Azure environments, encompassing VPCs, EC2 instances, and S3 buckets for AWS, and Virtual Networks, Azure Virtual Machines, and Azure Blob Storage for Azure.

· Security tools: Proficient in using security tools such as Splunk, Wireshark, Nessus, Qualys, CrowdStrike Falcon and Burp Suite. Strong proficiency in various hacking tools and techniques such as Nmap, Metasploit Framework.

· Operating systems: Experience in managing and securing various operating systems, including Windows, Linux, and Unix, encompassing tasks like system hardening and security policy implementation. 

· Programming languages: Proficient in SQL and Python for custom scripting and security automation, facilitating the development of security-focused scripts and tools.

· Networking Protocols: Strong knowledge of networking protocols such as TCP/IP, DNS, FTP, HTTP, HTTPS, SMTP, VPN, SSL/TLS and DHCP and technologies. 

· Web application security: Strong understanding of API security and testing tools such as Postman, Burp Suite. Experience with WAF (web application firewalls) such as F5. Knowledge of OWASP Top Ten vulnerabilities and methodologies for identifying and mitigating them.

· Identity and Access Management: Strong knowledge of tools such as AWS IAM, Microsoft AD, Okta Identity management for managing user identities and controlling access.

· Databases: Experience in various databases such as SQL Server, Oracle, and IBM DB2.

· SIEM: Experience in Security solutions using SIEM (Security Information and Event Management) Splunk.

· SOC: Experience in working with SOC teams and managing security operations for large organizations, including the coordination of incident response within a SOC environment.

Professional Experience
J&J— Newark, NJ

Cybersecurity Engineer/ Analyst,                                                       Jan 2024 – Till Date
· Managed the configuration and maintenance of the company’s SIEM platform, ensuring effective correlation and analysis of security events.

· Conducted risk assessments and security audits across various business units, identifying potential risks and recommending mitigation strategies.

· Developed and maintained security policies, procedures, and guidelines to ensure the organization's compliance with regulatory requirements.

· Collaborated with cross-functional teams to Develop, implement, and enforce security policies and procedures compliant with NIST, CIS, ISO 27001 and MITRE ATT&CK standards.

· Responded to security incidents, performing root cause analysis and implementing corrective actions to prevent recurrence.
· Worked with the Governance, Risk, and Compliance (GRC) team to align security initiatives with organizational governance and regulatory requirements, ensuring consistent risk management and compliance efforts.

· Assisted in the development of GRC policies and procedures, ensuring adherence to industry standards and regulations like SOX, HIPAA, and GDPR.

· Monitor security information and event management (SIEM) tool (Splunk) for potential security incidents and violations of company security policies.

· Performed in-depth risk assessments to identify vulnerabilities, weaknesses, and potential attack vectors within the organization’s infrastructure.

· Improved incident response time by 20% through enhanced monitoring, logging, and reporting processes.

SARGENT AND LUNDY— Chicago, IL

Cybersecurity Engineer,                                                                  June 2023 – Dec 2023
· Led the vulnerability management program, conducting regular scans with tools like Nessus and Qualys, and prioritizing remediation efforts based on risk assessments.

· Reviewed and analyzed SIEM logs from solutions like Splunk to monitor for anomalies, suspicious activities, and potential data breaches, ensuring real-time threat detection.

· Collaborated with cross-functional teams to conduct vulnerability scans and penetration tests, documenting findings and recommending security improvements.

· Led the risk assessment process, identifying critical security risks, evaluating their impact, and implementing mitigation strategies to reduce exposure.

· Created detailed reports and presented audit findings to senior leadership, outlining key risks, compliance gaps, and actionable recommendations for enhancing security.

· Developed incident response plans based on audit outcomes, ensuring that the organization had a well-structured process in place to handle security incidents.

· Maintained updated risk registers, regularly assessing and reprioritizing security risks based on new findings and emerging threats.

· Developed and implemented incident response playbooks, significantly reducing response times and minimizing the impact of security incidents.

· Implemented and maintained a GRC framework, ensuring that risk management, auditing, and compliance processes were integrated and aligned with the organization’s goals and legal obligations.

· Coordinated with the Red Team to design and execute penetration testing scenarios, identifying critical vulnerabilities and ensuring timely remediation.

Fresenius Medical Care— Lexington, MA

Cybersecurity Engineer,                                                                  Feb 2022 – May 2023
· Designed and implemented a comprehensive cybersecurity infrastructure, integrating state-of-the-art firewalls, intrusion detection/prevention systems (IDS/IPS), and advanced endpoint protection to enhance organizational security posture.

· Conducted firewall rule reviews and cleanups to ensure least privilege access and reduce attack surfaces.

· Implemented SSL decryption policies on Palo Alto firewalls to inspect encrypted traffic while maintaining compliance with privacy policies.

· Collaborated with security teams to design and enforce security policies using Palo Alto’s Threat Prevention features, including URL filtering, antivirus, anti-spyware, and vulnerability protection.

· Regularly applied software updates and security patches to ensure firewalls and VPN gateways were protected against known vulnerabilities.
· Provided troubleshooting and support for VPN and firewall-related issues, ensuring minimal downtime and quick resolution of incidents.

Vizient — CHICAGO, IL

Cybersecurity Analyst,                                                                      May 2018 – Jan 2022
· Conducted security assessments of computer systems, networks, and web applications.

· Integrated Splunk to monitor and analyze real-time data for improved decision-making.

· Responded to security incidents, conducted root cause analysis, and implemented corrective actions to prevent future incidents.

· Implemented comprehensive data protection strategies, including encryption and data loss prevention techniques, to safeguard sensitive information against unauthorized access.

· Identified vulnerabilities and weaknesses in the system and reporting them to the client.

· Developed and executed test plans and test cases to evaluate the security of various systems.

· Conducted threat hunting activities to identify potential security threats and vulnerabilities.

· Performed vulnerability assessments and security audits to determine potential risks and areas for improvement.

All State — Northbrook, IL

Security Analyst,                                                                              Apr 2017 – April 2018
· Collaborated with cross-functional teams to implement Splunk for system monitoring and log analysis.

· Applied data science techniques to analyze security logs and identify patterns indicative of advanced persistent threats (APTs).

· Conducted security assessments and risk analysis for clients across various industries.

· Developed and implemented incident response plans and procedures for clients.

· Configured and maintained security devices including firewalls, VPNs.

· Conducted security awareness training sessions for client employees.

· Responded to security incidents, conducted root cause analysis, and implemented corrective actions to prevent future incidents.

· Collaborate with cross-functional teams to identify and implement security improvements.

· Participated in incident response activities to mitigate security incidents.

the Hershey Company — Bentonville, AR

BI Consultant,                                                                              May 2016 – Mar 2017
· Gathered Business Requirements, interacted with the Users, Project Manager and SMEs to get a better understanding of the Business Processes. 

· Created Rich dashboards using Tableau Desktop and prepared user stories to create compelling dashboards to deliver actionable insights.

· Implemented advanced geographic mapping techniques and used custom images and geo coding to build interactive visualizations for sales data.

· Conducted data validation and quality checks to ensure data accuracy and completeness.

HSBC — Chicago, IL

Software Developer,                                                                        Feb 2014 – Apr 2016
· Involved in multiple complete SDLC implementations including Requirement Specifications, Analysis, Design, Development, testing of application and assisted deployment to Production.

· Fulfilled High Priority-one tickets with SLA of 3 hrs. to meet the needs of High-Stake Clients.

· Coordinated with data modeler and DBA to implement business process in data-warehouse model.

· Developed various data connections from data source to Tableau Server for report and dashboard.

· Data masking rules were applied on the data to prohibit sensitive information from visibility.

· Combined visualizations into Interactive Dashboards and published them to the web.

Lockheed Martin — Rockville, MD

BI Consultant,                                                                                May 2011 – Jan 2014
· Involved in multiple complete SDLC implementations including Requirement Specifications, Analysis, Design, Development, testing of application and assisted deployment to Production.

· Fulfilled High Priority-one tickets with SLA of 3 hrs. to meet the needs of High-Stake Clients.

· Coordinated with data modeler and DBA to implement business process in data-warehouse model.

· Data masking rules were applied on the data to prohibit sensitive information from visibility.

· Excellent knowledge in creating Databases, Tables, Stored Procedures, and DDL/DML Triggers.

· Conducted ad-hoc analysis to identify potential risks and opportunities for business growth.

· Collaborated with IT teams to ensure data accuracy and completeness and troubleshoot data issues.


