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 			  SENIOR NETWORK ENGINEER
PROFESSIONAL SUMMARY:

Seasoned Senior Network Engineer has worked extensively with multiple Clients in Switching, Routing, Network Security (Firewalls and Proxies), Application Delivery Controllers, Authentication, Wireless environments. Experience in Campus and Data Center topologies in multi-vendor equipment. Very strong team member with good communication and Documentation skills. Innovative to new ideas to enhance the workflow in Network Engineering.

· Installed and configured Palo Alto PA-5280 firewalls as perimeter defense in Data Centers, including advanced features like Application and URL filtering, SSL decryption, and SSL Forward Proxy.
· Designed and deployed Aruba wireless solutions, including Instant APs and controllers, ensuring secure and reliable connectivity.
· Migrated Cisco Nexus 7000 and 5000 series to Cisco ACI Fabric with Nexus 9000 series (9336C-FX2) Spines and 9332C Leafs for optimized data center performance.
· Managed Cisco Catalyst 9300, 9500, and 9600 series switches, Cisco ASR 9000 routers, and Juniper SRX 4100/4600 firewalls for enterprise-grade infrastructure.
· Configured BGP and OSPF on Juniper MX and M series routers with extensive experience in managing BGP attributes like MED, AS-PATH, and Local Preference.
· Designed and deployed advanced Layer 2 and Layer 3 switching configurations, including VXLANs and Bridge Domains in Data Centers.
· Managed complex firewall migrations from Cisco ASA to Palo Alto Next-Gen Firewalls using Palo Alto Migration Tool for IPSEC tunnels, ACLs, and NAT rules.
· Integrated security solutions such as Nozomi Guardian with Splunk, QRadar, Fortinet, syslog, and Active Directory for enhanced threat detection and logging.
· Implemented and optimized load balancers using F5 BIG-IP iSeries (i7800, i8500) for traffic distribution and application delivery.
· Configured Cisco Wireless LAN Controllers (WLCs), such as 5520, and implemented advanced wireless security measures like WPA2/WPA3 encryption and 802.1X authentication.
· Managed and configured Cisco ISE for wireless user authentication, including MAC-based authentication and guest access policies.
· Deployed and managed SD-WAN solutions, including Versa FlexVNF and Cisco Viptela, for optimized WAN performance and secure connectivity.
· Utilized Azure Resource Manager for cloud resource provisioning, managed hybrid cloud infrastructure, and integrated cloud security measures.
· Developed automation scripts using Python and Ansible for network configuration tasks, leveraging Puppet for consistency across devices.
· Led data center migration projects, configured VPCs, and implemented multi-VLAN environments using Cisco Nexus and Catalyst switches.
· Configured and maintained multiple firewall platforms, including Palo Alto PA-5000 and PA-3000 series, Fortinet FortiGate, and Juniper SRX.
· Conducted cloud migration projects, ensuring secure transitions from on-premises to cloud services, and integrated Azure for hybrid cloud solutions.
· Configured and administered load balancers (F5 BIG-IP, A10 Networks) and optimized application performance with traffic management techniques.
· Extensive experience in configuring and maintaining VPNs, firewall policies, load balancing, routing protocols (BGP, OSPF, EIGRP), and advanced network troubleshooting.
·  Configured advanced routing with BGP and OSPF on Juniper MX and M series routers, and designed Spine-Leaf topologies with ACI.
· Developed Python and Ansible scripts for network automation, improving configuration management and monitoring processes.
· Implemented SD-WAN solutions such as Versa and Cisco Viptela, optimizing WAN performance with advanced policy-based routing and application optimization.
· Followed ITIL practices for Incident, Change, and Problem Management.
· Managed F5 BIG-IP load balancers, enhancing application delivery, and optimized wireless networks via Cisco WLCs with Cisco ISE integration for authentication.

Technical Skills
	Data Center & Infrastructure
	- Palo Alto PA-5280, PA-5200, PA-3000, PA-3200 series firewalls 
- Cisco Nexus 9000, 7000, 5000 series switches 
- Cisco Catalyst 9300, 9500, 9600, 4500, 6500 series switches 
- Cisco ASR 9000, ASR 1000, ISR 4000 series routers 
- Juniper MX and M series routers 
- Virtual Port Channel (VPC), VXLAN, Bridge Domains 
- ACI Fabric (Nexus 9336C-FX2 Spines, 9332C Leafs)

	Routing & switching
	  BGP, OSPF, EIGRP, RIP 
- BGP attributes (MED, AS-PATH, Local Preference) 
- Policy-Based Routing 
- Route Reflector, Route Redistribution 
- Layer 2/Layer 3 switching 
- Cisco Nexus and Catalyst switches 
- VLAN, VDC, VXLAN, Trunking, VPC, STP

	Wireless & Security
	Cisco Wireless LAN Controllers (5520) 
- WPA2/WPA3 encryption, 802.1X, MAC-based authentication 
- Cisco ISE (ISE-3595) for user authentication 
- Palo Alto Firewall features (SSL decryption, SSL Forward Proxy, IPSEC/SSL VPNs, URL Filtering) 
- Firewall migration (Cisco ASA to Palo Alto) 
- Fortinet FortiGate, Juniper SRX firewalls 
- ACLs, IPS/IDS, IPSEC, SSL, VPN

	Cloud & Automation
	Azure Resource Manager (VMs, Cloud Services,   Network Security Groups) 
- Cloud migration (on-premises to cloud integration) 
- Automation scripting (Python, Ansible) 

	Network Monitoring & Management
	- F5 BIG-IP (i7800, i8500, i4600, i5800), A10 
- Splunk, QRadar integration 
- Nozomi Guardian for threat detection 
- PRTG, Netcool for network monitoring 
- Cisco ACS for user authentication 
- Panorama for Palo Alto firewall management

	Load Balancer
		



	- F5 BIG-IP (i7800, i8500, i4600, i5800), BIG-IP 2000, 4000 series 
- A10 Networks Thunder series load balancers 





	SD-WAN
	- Cisco Viptela SD-WAN 
- Versa SD-WAN (Versa FlexVNF) 
- SD-WAN deployment, policy-based routing, application optimization.



Certifications:
· Cisco Certified Network Associate (CCNA)
· Cisco Certified Network Professional (CCNP)
Professional Experience
Jefferies, NY
June 2023 – Till Date                                                                                             
Senior Network Engineer

· Installed Palo Alto PA-5280 firewalls as perimeter firewalls in the Data center.
· Migrated from Cisco Nexus 7000 series (N7K-C7010) and Nexus 5000 series (N5K-C5548UP) to an ACI Fabric with Nexus 9000 series (9336C-FX2) Spines and 9332C leafs.
· Designed, deployed, and maintained Extreme Networks switching and routing solutions for scalable network infrastructure.
· Deployed and customized Genesys solutions to meet specific business requirements for contact center optimization.
· Utilized Aruba AirWave and Aruba Central for real-time network monitoring, troubleshooting, and optimization.
· Managed infrastructure including Cisco Catalyst 9300 (C9300-48S), 9500 (C9500-48Y4C), 9600 series (C9606R) switches, Cisco ASR 9000 series (ASR-9922) routers, and Juniper SRX 4100, SRX 4600 firewalls.
· Managed connections handoff using Bridged Interface to External Routes and handled migration projects to Spine-Leaf architecture.
· Configured BGP and OSPF on Juniper MX series (MX10008, MX204) routers and M series (M320).
· Worked with BGP attributes like MED, AS-PATH, and Local Preference, and managed Route-Reflector and Route-Redistribution.
· Configured routing using BGP among Leaf to Spine switches in ACI.
· Experience with Cisco Catalyst 9300 (C9300-48S), 9500 (C9500-48Y4C), 9600 (C9606R) series switches, Nexus 9000 series (93180YC-FX3, 9336C-FX2, 9332C), and Juniper EX series (EX2300, EX4650).
· Configured Bridge Domains, VXLANs, VTEPs, and VNID for switching in Data Center environments.
· Designed and installed Palo Alto PA-5280 firewalls with features like Application and URL filtering, SSL decryption, and SSL Forward Proxy.
· Configured and maintained IPSEC and SSL VPNs on Palo Alto Firewalls.
· Migrated ASA 5500-X series firewalls to Palo Alto, using the Palo Alto Migration Tool for IPSEC tunnels, ACLs, NAT rules, and policies.
· Integrated Nozomi Guardian with third-party security solutions such as Splunk, QRadar, Fortinet, syslog, SMTP, and Active Directory.
· Implemented security policies using ACLs, IPSEC, SSL, VPN, and IPS/IDS systems.
· Managed and configured F5 BIG-IP (BIG-IP i7800, i8500) load balancers for optimizing application delivery and traffic distribution.
· Implemented load balancing rules and policies to enhance application availability and performance.
· Conducted troubleshooting and performance tuning of load balancer configurations.
· Configured and managed Cisco Wireless LAN Controllers (WLCs) such as 5520 (AIR-CT5520-50-K9) for enterprise WLAN deployments.
· Implemented WLAN security features such as WPA2/WPA3, 802.1X, and guest access solutions.
· Optimized wireless network performance through signal strength adjustments, channel planning, and interference management.
· Managed Cisco ISE (ISE-3595) integration for wireless user authentication, including Security Group Tags, MAC-based authentication, and guest network policies.
· Integrated Zscaler Proxy for cloud-based security, including managing cloud proxy configurations and access policies.
· Utilized Azure Resource Manager for provisioning and managing cloud resources, including VMs and network services.
· Conducted cloud migration projects, ensuring secure and efficient transition of on-premises services to the cloud.
· Implemented cloud security measures and monitored cloud infrastructure to ensure compliance with security policies.
· Developed and implemented automation scripts using Python and Ansible to streamline network configuration and management tasks.
· Utilized automation tools like Puppet for managing network configurations and maintaining consistency across devices.
· Implemented automated monitoring and alerting systems to improve network visibility and response times.
· Created automated workflows for routine network operations, including provisioning, updates, and patches.
· Led proof-of-concept (POC) evaluations of Versa SD-WAN (Versa FlexVNF) and Viptela (Cisco Viptela SD-WAN) solutions, analyzing performance, scalability, and feature sets.
· Configured and deployed SD-WAN solutions, including policy-based routing, application optimization, and secure connectivity.
· Implemented omnichannel capabilities in Genesys, integrating voice, email, chat, and social media channels for seamless customer interactions.
· Managed the integration of SD-WAN with existing network infrastructure, including hybrid cloud and on-premises resources.
· Monitored SD-WAN performance and provided ongoing support to ensure optimal operation and alignment with business needs.

MISO, IN
July 2021 – May 2023
Network Security Engineer

· Deployed Cisco Nexus 9000 Series (9336C-FX2) and Nexus 7000 Series (7010) switches for high-performance data center access; designed DMZs in primary and redundant data centers with Next-Gen Firewalls (Palo Alto PA-5280), IPS/IDS sensors, and comprehensive switching and routing solutions.
· Configured workforce management tools within Genesys to improve agent scheduling and productivity.
· Managed network segmentation with Extreme Networks’ policy-based automation.
· Configured and managed Aruba ClearPass for network access control (NAC) and role-based access control (RBAC).
· Configured and maintained Cisco ASR 1000 Series (ASR1006-X) and 7200VXR routers. Deployed ISR 4000 Series (ISR 4461) and 3900 Series (3945E) routers for branch connectivity.
· Configured BGP, EIGRP, and OSPF. Implemented Policy-Based Routing. Configured OSPF and Static Routing on Juniper MX Series (MX480) routers.
· Installed and maintained Cisco Catalyst 9000 Series (C9300-48T, C9500-40X) and 4500 Series (4500X) switches in multi-VLAN environments.
· Configured VDC on Cisco Nexus 7010.
· Implemented and managed Palo Alto PA-5200 Series and PA-3200 Series (PA-3250) firewalls. Migrated from Cisco ASA 5500-X to Palo Alto Next-Gen Firewalls, including SSL Forward Proxy and URL Filtering.
· Configured and administered Fortinet FortiGate (FortiGate 6000F) and Juniper SRX Series (SRX 4200) firewalls. Implemented High Availability using Fortinet’s FGCP, VRRP, and monitored sync status.
· Configured and maintained Palo Alto Firewalls, including IPSEC and SSL VPNs, Zone-Based Firewalls, and Security Rules. Analysed firewall logs using Panorama.
· Configured and maintained F5 BIG-IP iSeries (i4600, i5800) load balancers for application delivery and traffic management.
· Configured and managed wireless networks using Cisco Wireless LAN Controllers (WLCs) such as 5520 (AIR-CT5520-50-K9), including access point deployment, WLAN configuration, and troubleshooting.
· Implemented wireless security policies, including WPA2/WPA3 encryption and guest network segmentation.
· Automated network tasks using Extreme Networks APIs, enhancing efficiency and operational speed.
· Worked on integrating on-premises infrastructure with cloud services for hybrid cloud solutions, including setting up secure connections and managing cloud-based firewalls.
· Utilized Ansible and Puppet for network automation and configuration management, streamlining repetitive tasks and ensuring consistency across network devices.
· Developed Python scripts for automating network monitoring, configuration changes, and report generation.
· Deployed and managed Viptela SD-WAN solutions, optimizing network performance and providing enhanced visibility and control over WAN traffic.
· Part of the team involved in migration projects from traditional WAN architectures to SD-WAN, including designing and implementing site-to-site and branch connectivity with SD-WAN technologies.
· Utilized SD-WAN analytics tools for performance monitoring, troubleshooting, and optimizing WAN traffic.
· Configured and managed Cisco 3600, 3900 Series (3900, 3925, 3945) routers, and Catalyst 3550, 3560, 3750, 6500, and 7200 switches, with a focus on the 3900 Series routers and 3750 switches for enterprise networks.
· Implemented Cisco ACS (Access Control Server) for wired and wireless user authentication, utilizing certificates and MAC Authentication Bypass (MAB) for device-based access.
· Set up WAN and LAN access, configured VLANs, and deployed routing protocols such as OSPF and BGP for optimal network routing.
· Configured HSRP (Hot Standby Router Protocol) for high availability, Ether Channels for link aggregation, and VLAN trunks for efficient inter-switch communication.
· Managed OSPF, BGP, and EIGRP, including route redistribution between OSPF and EIGRP in complex, multi-protocol environments.
· Integrated Aruba ClearPass with Active Directory for secure user authentication and policy enforcement.
· Administered Cisco ASA 5585-X with Firepower, ASA 5540, and ASA 5525 firewalls, managing firewall policies and configurations through Cisco Security Manager (CSM).
· Worked with Cisco ASA/PIX, Checkpoint, and Juniper Netscreen firewalls, including the deployment of IDS/IPS solutions for intrusion detection and prevention.
· Implemented and managed DNS entries and IP addresses using Windows DNS and DHCP for network address management.
· Configured and managed Citrix NetScaler for application delivery, network performance optimization, and load balancing.
· Designed and implemented ACLs (Access Control Lists) to control network traffic and enforce security policies across the network infrastructure.
· Performed Cisco IOS installations and upgrades using TFTP servers for firmware management and device updates.
· Utilized Netcool and Splunk for network monitoring and log collection, and managed network devices using SNMP v2c for network management and alerting.
· Configured site-to-site and remote access VPNs using Cisco ASA 5520 and ASA 5540 to secure network communication between remote sites and mobile users. Network Engineer
· Configured and managed IP routing using a combination of static routing and dynamic routing protocols like OSPF, EIGRP, and RIP.
· Utilized PRTG Network Monitoring tool to monitor network performance and troubleshoot issues.
· Implemented advanced security features like firewalls, intrusion prevention, and encryption for Aruba networks.
· Configured Spanning Tree Protocol (STP) for loop prevention in switching environments and set up VLANs for data segmentation.
· Implemented port security for user access to switches.
· Collaborated with the NOC team to resolve network issues through the Remedy ticketing system.
· Performed troubleshooting, maintained trouble ticket tracking, and adhered to escalation procedures for network incidents.
· Supported the development team by managing access control, including IP, port filtering, and port access.
· Created network diagrams and documented the network architecture as part of project deliverables.
Standard chartered bank, BD
Jun 2018 - Dec 2021
Network Security Engineer

· Configured and managed a variety of routing protocols including RIP, OSPF, BGP, EIGRP, IS-IS, and MPLS to ensure efficient and reliable network traffic management.
· Utilized Cisco 7200 Series and 3700 Series routers to implement robust routing solutions for enterprise environments, enhancing network performance and scalability.
· Designed and deployed switching solutions using Cisco Catalyst 2900 Series and 4900 Series switches, configuring essential protocols such as ARP, VTP, PPP, VLAN, STP, RSTP, PVST+, HSRP, GLBP, and VRRP.
· Developed and managed automated workflows in Genesys to reduce manual processes and improve efficiency.
· Managed Aruba Mobility Controllers for seamless roaming and secure mobile access.
· Implemented advanced switching techniques on Cisco Nexus 5000 Series switches, including Virtual Port Channels and fabric path, and configured Nexus 2000 Series (FEX) as remote line cards for Nexus 5000 Series switches.
· Managed and optimized network security by deploying Cisco ASA 5500 Series firewalls, configuring access control lists (ACLs), and defining security policies to safeguard internal and external network resources.
· Established secure VPN connections using IPsec encryption for site-to-site and remote VPNs, ensuring secure remote access and data protection.
· Designed and implemented DMZs for Web servers, mail servers, SNMP, and FTP servers, enhancing security and isolation of critical network services.
· Installed and configured F5 BIG-IP LTM for high availability and load balancing, including virtual IPs, nodes, pools, and health monitoring. Managed static and dynamic load balancing to optimize application performance.
· Implemented high availability configurations for F5 BIG-IP LTM, ensuring failover and backup mechanisms to maintain service continuity.
· Documented network configurations, standard operating procedures, and incident reports to streamline troubleshooting and improve team collaboration.
· Collaborated with vendors and ISPs to troubleshoot external connectivity issues, ensuring minimal disruption to business operations.
Tango Analytics, TX
Jan 2015 –  Apr 2017
Network Support Engineer

· Supported customer's IT Service Management framework, including Application, Windows Server, and Storage infrastructure.
· Monitored backups and took prompt action based on error codes.
· Performed NetApp Filer Storage administration and resolved problems identified by System admins.
· Troubleshot and optimized network configurations using Aruba NetEdit and AirWave tools.
· Monitored network health using tools like SolarWinds and PRTG, identifying potential issues and proactively resolving network bottlenecks.
· Coordinated with senior engineers to assist with network upgrades, patch management, and firmware updates to maintain compliance and network stability.
· Provided hands-on troubleshooting for network issues related to DHCP, DNS, IPSec VPNs, and Ethernet connectivity, reducing downtime for end-users.
· Followed ITIL practices for Incident, Change, and Problem Management.
· Managed patch and security changes, VMWare, and RDP issue troubleshooting, SailPoint management.
· Monitored the network link status for various branches
· Provided support for virtualization environments using KVM and VMware, managing virtual machines and optimizing resource allocation.
· Managed firewall rules using iptables and SELinux to enforce security policies and protect against unauthorized access.
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